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Section 1. Letter of Invitation
03 July 2026

. The SADC Secretariat herewith invites Consulting Firms to submit proposals for the

following contract: “PROVISION OF A SECURE COMMUNICATION SYSTEM FOR
SADC-RCTC” More details on the scope of the contract(s) are provided in the Bidding
Documents which can be downloaded, free of charge, from the following website:
www.sadc.int.

. The procurement method used for this contract is Negotiated Procedure with

Publication, as defined in the SADC Secretariat Guidelines for Procurement and
Grants, edition August 2021 available at the following website: www.sadc.int.

The Request for Proposal (RFP) is open to firms which satisfy the eligibility and
qualification requirements stated in the Bidding Documents.

The Bidding Documents includes the following documents:
Section 1 - Letter of Invitation
Section 2 - Information to Bidders
Section 3 - Technical Proposal - Standard Forms
Section 4 - Financial Proposal - Standard Forms
Section 5 - Terms of Reference
Section 6 - Standard Forms of Contract.

The date and time of submission of the Bids at the address indicated in the Bidding
Documents is 04 August 2026, at or before midnight, local Botswana time. Proposals
received after this time and date, or submitted otherwise than indicated in the Bidding
Documents shall not be considered and shall be returned unopened.

. All notifications concerning this procurement process, including modification of the Bidding
Documents, clarifications, results of the evaluation or cancellation notices, will be published
on the following website www.sadc.int.

Interested consulting firms may seek clarification or/and additional information concerning
this contract, only in writing and by latest 17 July 2026 by midnight local Botswana time,
from the following contact points.

Attention: Mr. Thomas Chabwera
Address: SADC Secretariat, Plot No. 54385, New CBD, Private Bag 0095
Gaborone, Botswana, Telephone: +267 395 1863
E-mail: and bmaruping@sadc.int
Copy to: tchabwera@sadc.int , kmwakimage@sadc.int

Responses to requests for clarifications will be posted on the SADC website by 22 July
2026, by midnight, Botswana Time

Description of the assignment: “PROVISION OF A SECURE COMMUNICATION
SYSTEM FOR SADC-RCTC” REF: SADC/3/5/4/128.


http://www.sadc.int/
http://www.sadc.int/
http://www.sadc.int/
mailto:bmaruping@sadc.int
mailto:tchawbera@sadc.int
mailto:kmwakimage@sadc.int
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Privacy Policy: SADC Secretariat Procurement office collects and uses your personal
information for “Procurement Process” when you intend to compete and deliver any service
or goods for the organization either individually or as a firm based on your consent. Your
personal data is our highest security and kept for a period strictly necessary for the purpose
set out. This privacy notice supplements the SADC Secretariat standard privacy notice and
should be read in conjunction with the same available on SADC Secretariat website.



Definitions

Section 2. Information to Bidders

(@)

()

“BD” means the Bidding Documents to be prepared by the
Procuring Entity for the selection of Contractor, based on the
SADC Secretariat Standard Template.
“Procuring Entity” means the procurement entity in charge of
the procurement procedure.
“Contractor” means any entity or person that may provide or
provides the Services to the Client under the Contract.
“Contract” means the Contract signed by the Parties and all
the attached documents that are the General Conditions
(GC), the Special Conditions (SC), and the Appendices.
“Contracting Authority” means the entity with which the
selected Consultant signs the Contract for the Services.
“‘Data Sheet” means such part of the Instructions to Bidders
used to reflect specific country and assignment conditions.
“‘Day” means calendar day.
“Evaluation Committee ” it is a panel of experts appointed by
the Procuring Entity and assigned to evaluate the bids. The
Evaluation Committee consists in a Chairperson and a
Secretary, with no voting rights and an odd number of voting
members.
“Instructions to Bidders” (Section 2 of the BD) means the
document which provides shortlisted Bidders with all
information needed to prepare their Proposals.
“LOI” (Section 1 of the BD) means the Letter of Invitation
being sent by the Procuring Entity to the shortlisted Bidders.
“Personnel” means professionals and support staff provided
by the Bidders or by any Sub-Contractors and assigned to
perform the Services or any part thereof, “Foreign
Personnel” means such professionals and support staff who
at the time of being so provided had their domicile outside
the Procuring Entity’s country; “Local Personnel” means
such professionals and support staff who at the time of being
so provided had their domicile inside the Procuring Entity’s
country.

“Negotiated procedure” a procurement method for acquisition

of goods, works and services in which one or several
economic operators are invited to submit a technical and
financial proposal and negotiate the technical, financial and
commercial conditions of a contract.
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1.

Introduction

1.1

1.2

1.3

1.4

“Proposal” means the Technical Proposal and the Financial
Proposal.

“Services” means the consulting services or the work to be
performed by the Contractor pursuant to the Contract.
“Subcontractor” means any person or entity with whom the
Bidder or Contractors intends to subcontracts any part of the
Services.

“Terms of Reference” (TOR) means the document included
in the BD as Section 5 which explains the objectives, scope
of work, activities, tasks to be performed, respective
responsibilities of the Procuring Entity and the Contractor,
and expected results and deliverables of the assignment.

The Procuring Entity named in the Data Sheet will select a
firm/eligible institution among those listed in the Letter of
Invitation, in accordance with the procurement method
indicated in the Data Sheet, method detailed in the edition
of the Guidelines indicated in the Data Sheet.

The shortlisted Bidders are invited to submit a Technical
Proposal and a Financial Proposal for global price services
required for the assignment named in the Data Sheet and
presented in details in the Terms of Reference attached as
Section 5 of this Bidding Documents. The proposal and the
Terms of Reference will be the basis for contract for a signed
contract with the successful firm.

The assignment shall be implemented in accordance with
the phasing indicated in the Data Sheet. When the
assignment includes several phases, the performance of the
Bidder under each phase must be to the Procuring Entity's
satisfaction before work begins on the next phase.

The Bidders must familiarize themselves with local
conditions and take them into account in preparing their
proposals. To obtain firsthand information on the assignment
and on the local conditions, Bidders are encouraged to
request the Procuring Entity to provide further information
before submitting a proposal and to attend a pre-bid
conference if one is specified in the Data Sheet. Attending
the pre-proposal conference is optional. The Bidders’
representative should contact the Procuring Entity at the
address stated in the Data Sheet or to obtain additional
information on the pre-bid conference.



Section 2. Information to Bidders

11

1.5

1.6

1.7

1.7.1

The Procuring Entity will provide the inputs specified in the
Data Sheet, assist the firm in obtaining licenses and permits
needed to carry out the services, and make available
relevant project data and reports.

Please note that (i) the costs of preparing the proposal,
including a visit to the Procuring Entity, are not reimbursable
as a direct cost of the assignment; and (ii) the Procuring
Entity is not bound to accept any of the proposals submitted.

SADC Secretariat policy requires that Bidders provide
professional, objective, and impartial advice and at all times
hold the Procuring Entity’s interests paramount, without any
consideration for future work, and strictly avoid conflicts with
other assignments or their own corporate interests. Bidders
shall not be hired for any assignment that would be in conflict
with their prior or current obligations to other clients, or that
may place them in a position of not being able to carry out
the assignment in the best interest of the Procuring Entity.

Bidders will be excluded from the bidding process if it will be
in a conflict of interest situation as described below:

(a) Conflict between consulting activities and procurement
of goods, works or services. A bidder or a contractor
that has been engaged by the SADC Secretariat or the
Procuring Entity to provide goods, works, or services
for the organization, and each of its affiliates, shall be
disqualified from providing consulting services related
to those goods, works or services. Conversely, a bidder
or a contractor hired to provide services for the
preparation or implementation of a project, and each of
its affiliates shall be disqualified from subsequently
providing goods, works or services resulting from or
directly related to the contractor’s consulting services
for such preparation or implementation.

(b) Conflict among consulting assignments: Neither,
bidders or contractors (including their personnel and
sub-Bidders) nor any of their affiliates shall be hired for
any assignment that, by its nature, may be in conflict
with another assignment of the bidder or contractor. For
instance, a contractor assisting SADC Secretariat or
the Procuring Entity to implement a project shall not be
engaged to prepare an independent assessment for the
implementation of the same project, or contractors

AR
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1.7.2

1.7.3

1.8

hired to prepare Terms of Reference (TOR) for an
assignment shall not be hired for the assignment in
question.

(c) Relationship with SADC Secretariat’s or the Procuring

Entity’s staff: bidders or contractors (including their
personnel and sub-contractors) having business or
family relationship with a member of the SADC
Secretariat’s or the Procuring Entity’s staff directly or
indirectly involved in any part of: (i) the preparation of
the TOR or Technical Specification of a contract, (ii) the
selection process for such contract, or (iii) the
supervision of the contract, may not be awarded the
contract, unless the conflict stemming from this
relationship has been resolved in a manner acceptable
to the SADC Secretariat throughout the selection
process and the execution of the contract.

Since previous or ongoing participation in relation to the
assignment by the Bidder, its professional staff, or its
affiliates or associates under a contract with the SADC
Secretariat and Procuring Entity may result in rejection of
the proposal, the bidders should clarify their situation in that
respect with the Procuring Entity before preparing the
proposal.

Bidders may be hired for downstream work, when continuity
is essential, in which case this possibility shall be indicated
in the Data Sheet and the factors used for the selection of
the Bidder should take the likelihood of continuation into
account. It will be the exclusive decision of the Procuring
Entity whether or not to have the downstream assignment
carried out, and if it is carried out, which Bidder will be hired
for the purpose.

It is the SADC Secretariat’s policy to require that Procuring
Entity’s staff as well as Bidders under SADC Secretariat-

financed contracts observe the highest standard of ethics
during the selection and execution of such contracts. In

pursuance of this policy, the SADC Secretariat:

(a) defines for the purposes of this provision, the terms set

forth below as follows:
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(i) “corrupt practice” is the offering, giving, receiving or
soliciting, directly or indirectly, of anything of value
to influence improperly the actions of another party;

(i) “fraudulent practice” is any act or omission,
including misrepresentation, that knowingly or
recklessly misleads, or attempts to mislead, a party
to obtain financial or other benefits or to avoid an
obligation;

(iii) “collusive practices” is an arrangement between
two or more parties designed to achieve an
improper purpose, including to influence
improperly the actions of another party;

(iv) “coercive practices” is impairing or harming, or
threatening to impair or harm, directly or indirectly,
any party or the property of the party to influence
improperly the actions of a party;

(v) “obstructive practice”

(aa) deliberately destroying, falsifying, altering or
concealing material evidence to the
investigation or making false statements to
investigators in order to materially impede a
SADC Secretariat, or a governmental or
independent investigation into allegations of a
corrupt, fraudulent, coercive, or collusive
practice; and/or threatening, harassing, or
intimidating any party to prevent it from
disclosing its knowledge of matters relevant to
the investigation or from pursuing the
investigation, or

(bb)acts intended to materially impede the
exercise of the SADC Secretariat or
governmental or inspection and audit rights.

It will take the following measures against the bidder
recommended for award who has, directly or through an
agent, engaged in corrupt, fraudulent, collusive, coercive,
or obstructive practices in competing for the contract in
question;

(i) will reject the bid for award;

(it) will declare the bidder/the contractor, including its
affiliates, ineligible, either indefinitely or for a stated
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1.9

1.10

period of time, to become a SADC Secretariat
contractor;

(iii) will cancel or terminate any ongoing contract with
the bidder /the contractor;

(iv) will request a the relevant national authorities to
conduct a joint investigation with SADC Secretariat
to inspect or carry out audits of the bidder /the
contractor’ accounting records and financial
statements in connection with the contract in
question for which it was found guilty of engaging in
corrupt, fraudulent, collusive, coercive, or
obstructive practices;

(v) will forfeit the bid or performance securities of the
bidder /the contractor;

(vi) will suspend any payments due to the bidder/
contractor, under the contract in question or any
other contract the bidder/contractor might have with
the organization, until the extent of damage caused
by the its engagement in corrupt, fraudulent,
collusive, coercive or obstructive practices in
competing for the SADC Secretariat’s contract are
determined and recovered, and

(vii)will sue the bidder /contractor to recover the
damages caused by its engagement in corrupt,
fraudulent, collusive, coercive or obstructive
practices in competing for the contract in question,
if they are not fully recovered by the securities and
the payments otherwise due to the
bidder/contractor.

Neither the shortlisted Bidders nor their personnel or
subcontractor shall not be under a declaration of ineligibility
for corrupt and fraudulent practices issued by the SADC
Secretariat in accordance with the above sub para. 1.8 (d).

Bidders shall furnish information as described in the
Financial Proposal submission form (Section 4A) on
commissions and gratuities, if any, paid or to be paid to
agents relating to this proposal, and to execute the work if
the firm is awarded the contract.
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2. Clarification
and
Amendment of
Bidding
Documents

1.11

2.1

Without limitation on the generality of this rule, Bidders, and
their subcontractors and personnel shall not be hired under
the circumstances set forth below:

(a) They are bankrupt;

(b) Payments to them have been suspended in accordance
with the judgment of a court of law other than a judgment
declaring bankruptcy and resulting, in accordance with their
national laws in the total or partial loss of the right to
administer and dispose of their property;

(c) Legal proceedings have been instituted against them
involving an order suspending payments and which may
result, in accordance with their national laws, in a declaration
of bankruptcy or in any other situation entailing the total or
partial loss of the right to administer and dispose of their
property;

(d) They have been convicted, by a final judgment, of any
crime or offence concerning their professional conduct;

(e) They are guilty of serious misrepresentation with regard
to information required for participation in an invitation to
tender;

(f) They have been sanctioned by SADC Secretariat
according to the SADC Secretariat Policy for Procurement
and Grants.

Only shortlisted Bidders are allowed to participate in this
bidding process. If a Bidders is shortlisted as Joint Venture
or Consortium, the composition of Joint Venture or
Consortium can be changed with prior approval of the
Procuring Entity and only if :(i) is supported by solid and
objective arguments, (ii) does not alter the competition, (iii) is
not generating a conflict of interest, and (iv) is not invalidating
the criteria and conditions in place when the joint venture or
consortium was prequalified.

Bidders may request a clarification of any of the Bidding
Documents up to the number of days indicated in the Data
Sheet before the proposal submission date. Any request for
clarification must be sent in writing by paper mail, cable,
telex, facsimile, or electronic mail to the Procuring Entity’s
address indicated in the Data Sheet. The Procuring Entity
will respond by cable, telex, facsimile, or electronic mail to
such requests and will send written copies of the response
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3. Preparation of
Proposal

Technical
Proposal

2.2

3.1

3.2

3.3

(including an explanation of the query but without identifying
the source of inquiry) to all invited Bidders who intend to
submit proposals.

At any time before the submission of proposals, the
Procuring Entity may, for any reason, whether at its own
initiative or in response to a clarification requested by an
invited firm, amend the BD. Any amendment shall be issued
in writing through addenda. Addenda shall be sent by mail,
cable, telex, facsimile, or electronic mail to all invited Bidders
and will be binding on them. The Procuring Entity may at its
discretion extend the deadline for the submission of
proposals.

Bidders are requested to submit a proposal written in the
language indicated in the Bid Data Sheet. All
correspondence between the Bidder and Contracting
Authority shall be in this language.

In preparing the Technical Proposal, Bidders are expected
to examine the documents constituting this BD in detail.
Material deficiencies in providing the information requested
may result in rejection of a proposal.

While preparing the Technical Proposal, Bidders must give
particular attention to the following:

(i) If a Bidder considers that it does not have all the
expertise for the assignment, it may obtain a full range
of expertise by associating with individual Bidder(s)
and/or subcontract part of the services to other
consulting firms, as appropriate. In case of
subcontracting this shall be in the limit stated in the
Data Sheet but under no circumstances shall exceed
forty percent (40%) of the total staff-days input. The
Bidders are encouraged to seek the participation of
regional Bidders when subcontracting part of the
assignment. Under no circumstances, the Bidders
shall associate with the other short listed Bidders, or
their affiliates, invited for this assignment. Affiliates
are the group of companies, firms, associations, etc.
where the Bidder or any of the major shareholders
owns a minimum of twenty percent (20%) of shares
of the share capital. For the same purpose, major
shareholder is any legal or physical person who owns
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no less than twenty percent (20%) of the shares of the
Bidder.

(i) For assignments on a global priced contract, the
estimated number of professional working days is
given in the Data Sheet.

(vi)  Reports to be issued by the Bidders as part of this
assignment must be in the language(s) specified in the
Data Sheet. It is desirable that the firm’s personnel
have a working knowledge of the official languages of
the country (ies) of the assignment.

3.4 The Technical Proposal shall provide the following
information using the attached Standard Forms (Section 3):

(i) Any comments or suggestions on the Terms of
Reference on facilities to provided by the Procuring
Entity and on Standard Form of Contract (Form Tech
2).

(i) A description of the methodology and work plan for
performing the assignment (Form Tech 3).

(iii)  If requested in the TOR the list of the proposed staff
team for the implementation.

(vi) A detailed description of the proposed methodology,
staffing, and monitoring of training, if the Data Sheet
specifies training as a major component of the
assignment.

(vii)  Any additional information requested in the Data
Sheet.

3.5 The Technical Proposal shall not include any financial
information. If financial information is included in the
technical proposal this will be automatically disqualified.

Financial 3.6  In preparing the Financial Proposal, Bidders are expected to
Proposal take into account the requirements and conditions outlined
in the BD documents. The Financial Proposal should follow
Standard Forms (Section 4). It lists all costs associated with
the assignment, including (a) lump sums and (b)
reimbursable expenses if the case. The Reimbursable
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3.7

3.8

3.9

3.10

3.11

3.12

expense shall cover only the cost indicated in the Data
Sheet. All other cost estimated by the bidders for the
execution of the assignment shall be included in the lump
sum.

The Financial Proposal shall not include the local taxes
(including social security), duties, fees, levies, and other
charges imposed under the applicable law in the Procuring
Entity’s country or in the countries of assignment, on the
Bidders, the subcontractors, and their personnel (other than
nationals or permanent residents of the Procuring Entity’s
country), unless the Data Sheet specifies otherwise. For this
purpose, the bidders’, the subcontractors’ and their
personnel’ home countries shall not be considered as
countries of assignment.

If so specified in the Data Sheet, the Financial Proposal
must include, without any modification, the amount
indicated as fixed reimbursable expenses, to cover for the
expenditures already priced by the Procuring Entity (i.e, cost
of trainings, cost of study tours, cost of financial audits, cost
of equipments, etc).

The total budget available for this assignment, including the
taxes indicated at para. 3.7 and the reimbursable expenses
indicated at paragraph 3.8, is indicated in the Data Sheet.

Bidders must express the price of their services in the US
Dollars. The payment will be made in US Dollars, and the
Bidder shall bear all the cost and risks implied by the
currency exchange. Financial Proposals expressed in
other currencies than the US Dollars will be
automatically disqualified.

Commissions and gratuities, if any, paid or to be paid by
Bidders and related to the assignment will be listed in the
Financial Proposal submission form (Section 4A).

The Data Sheet indicates how long the proposals must
remain valid after the submission date. During this period,
the Bidder is expected to keep available the professional
staff proposed for the assignment. The Procuring Entity will
make its best effort to complete evaluation within this period.
If the Procuring Entity wishes to extend the validity period of
the proposals, the Bidders who do not agree have the right
not to extend the validity of their proposals.



Section 2. Information to Bidders

19

4. Submission, 41
Receipt, and
Opening of
Proposals

4.2
4.3
4.4
4.5

5. Proposal

Evaluation
General 5.1

The original proposal (Technical and Financial Proposal)
shall be prepared in indelible ink. It shall contain no
interlineation or overwriting, except as necessary to correct
errors made by the firm itself. Any such corrections must be
initialed by the persons or person who sign(s) the proposals.

An authorized representative of the firm initials all pages
of the proposal. The representative’s authorization is
confirmed by a written power of attorney accompanying
the proposal.

For each proposal, the Bidders shall prepare the number of
copies indicated in the Data Sheet. Each Technical
Proposal and Financial Proposal shall be marked “ORIGINAL”
or “CopPY” as appropriate. If there are any discrepancies
between the original and the copies of the proposal, the
original governs.

The original and all copies of the Technical Proposal shall
be placed in a sealed envelope clearly marked “Technical
Proposal,” and the original and all copies of the Financial
Proposal in a sealed envelope clearly marked “FINANCIAL
PROPOSAL” and warning: “Do NOT OPEN WITH THE TECHNICAL
PRoPOSAL.” Both envelopes shall be placed into an outer
envelope and sealed. This outer envelope shall bear the
submission address and other information indicated in the
Data Sheet and be clearly marked, “Do NOT OPEN, EXCEPT
IN PRESENCE OF THE EVALUATION COMMITTEE.” Information
on the outer and inner envelopes should also include
the name of the Bidder and the contract name and
reference number.

The completed Technical and Financial Proposals must be
delivered at the submission address on or before the time
and date stated in the Data Sheet. Any proposal received
after the closing time for submission of proposals shall
automatically rejected and shall be returned unopened to the
Bidder.

From the time the bids are opened to the time the contract is
awarded, if any Bidder wishes to contact the Procuring Entity
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Public
Opening
and
Evaluation
of
Technical

Proposals:

Scoring

5.2

5.3

54

5.5

5.6

5.7

on any matter related to its proposal, it should do so in writing
at the address indicated in the Data Sheet. Any effort by the
firm to influence the Procuring Entity in the Procuring Entity’s
proposal evaluation, proposal comparison or contract award
decisions may result in the rejection of the Bidder’s proposal.

Evaluators of Technical Proposals shall have no access to
the Financial Proposals until the technical evaluation,
including any SADC Secretariat reviews, is concluded.

The Procuring Entity shall conduct the bid opening in public
at the address, date and time specified in the Data Sheet.
Only the representatives of the bidders and the Evaluation
Committee members are allowed to participate in public
opening sessions. Any other interested person shall request, in
writing, the SADC Secretariat’'s permission to participate in a
specific bid opening session.

The bid opening shall commence with the Chairperson the
Evaluation Committee reading out the Bidders’ names and
the time of arrival of the proposal. A registration number will
be given to each proposal. All envelopes shall be opened
one at a time, by the Chairperson of the Evaluation
Committee, in order of their arrival.

At the opening, only the Technical Proposal envelope shall be
opened immediately and checked for compliance with formal
submission requirements by the evaluation committee. The
Financial Proposal shall remain sealed and deposited in a safe
place until all submitted proposals, of technically responsive
bids, are opened publicly. In case the envelopes are not
submitted separately the Bidder will be excluded.

No Bid shall be rejected at Bid opening except for late bids,
in accordance with ITB Sub-Clause 4.5 and the other listed
in the template for opening checklist (see in Annex to
Services to SADC Guidelines for Procurement and Grants).
Only envelopes that are opened and read out at Bid opening
shall be considered further.

The Procuring Entity shall prepare the minutes of the Bid
opening that shall include a brief description of the bid
opening procedures and its finding as. The Bidders’
representatives who are present shall be requested to sign
the attendance sheet. A copy of the minute shall be
distributed to all Bidders who submitted bids in time.
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5.8
Public 5.9
Opening
and
Evaluation
of Financial
Proposals:
Ranking
5.10
5.11
5.12

Once the Bid opening is concluded, the Evaluation Committee,
as a whole, and each of its voting members individually,
evaluates the proposals on the basis of their responsiveness
to the Terms of Reference, applying the evaluation criteria, sub
criteria (typically not more than three per criteria), and point
system specified in the Data Sheet. Each responsive proposal
will be given a technical score (St). A proposal shall be rejected
at this stage if it does not respond to important aspects of the
Terms of Reference or if it fails to achieve the minimum
technical score indicated in the Data Sheet.

After the evaluation of quality is completed, the Procuring
Entity shall notify those Bidders whose proposals did not
meet the minimum qualifying mark or were considered
nonresponsive to the BD and Terms of Reference, indicating
that their Financial Proposals will be returned unopened
after completing the selection process. The Procuring Entity
shall simultaneously notify the Bidders that have secured the
minimum qualifying mark, indicating the date and time set for
opening the Financial Proposals. The opening date shall not
be sooner than two weeks after the notification date. The
notification may be sent by registered letter, cable, telex,
facsimile, or electronic mail.

The Financial Proposals shall be opened publicly in the
presence of the Bidders’ representatives who choose to
attend. The name of the Bidder, the technical scores, and
the proposed prices shall be read aloud and recorded when
the Financial Proposals are opened. The Procuring Entity
shall prepare minutes of the public opening.

The evaluation committee will determine whether the
Financial Proposals are complete (i.e., whether they have
costed all items of the corresponding Technical Proposals; if
not, the Procuring Entity will cost them and add their cost to
the initial price), correct any computational errors, and
determine if the total price is within the maximum budget
available. The evaluation shall exclude those taxes, duties,
fees, levies, and other charges imposed under the
applicable law; and to be applied to foreign and non-
permanent resident Bidders (and to be paid under the
contract, unless the Bidder is exempted), and estimated as
per paragraph. 3.7.

Once corrections or adjustments have been applied, the
Financial Proposal shall be adjusted with the Regional
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6. Negotiations
of Contract

7. Award of
Contract

5.13

Preference. If so specified in the BDS, The Procuring
Entity shall grant a margin of preference in the evaluation of
bids form companies nationals from the SADC region when
compared to bids from elsewhere. The margin of preference
shall be calculated as a maximum fifteen percent (15%)
discount to the evaluated total price. In case of a consortium,
to qualify for the regional preference, the applicant must be
from the region and the companies providing at least 50% of
the services offered must be from the region.

The lowest Financial Proposal (Fm) will be given a financial
score (Sf) of 100 points. The financial scores (Sf) of the other
Financial Proposals will be computed as indicated in the
Data Sheet. Proposals will be ranked according to their
combined technical (St) and financial (Sf) scores using the
weights (T = the weight given to the Technical Proposal; P =
the weight given to the Financial Proposal,
T + P = 1) indicated in the Data Sheet:
S=8txT%+Sf xP%. The firm achieving the highest

combined technical and financial score will be awarded the
contract.

The Contracting Authority, prior to award the contract, may
enter into negotiation with the successful bidder in order to
confirm the availability for the assignment, incorporation in
the methodology of the aspects for which clarifications
where requested during the evaluation and the modification
of the schedule of mobilization of the team and submission
of deliverables under the contract.

6.2 No negotiation on the: (i) unit or total price, and/or (ii) proposed

6.3

6.5

7.1

methodology is allowed.

As far as possible, the negotiation shall be conducted in
writing. Only on exceptional circumstances, the Contracting
Authority and the successful shall meet for negotiations. In
such case the meeting shall take place at the address
indicated in the Bid Data Sheet.

The negotiations shall be recorded in a minute of the
negotiations and be attached as annex to the contract.

The Bidder who submitted a technical and financial
responsive proposal and received the highest combined
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8. Confidentiality

9. Appeals

7.2

7.3

7.4

7.5

9.1

score, calculated as per formula given in paragraph 5.13 and
the Data Sheet, will be awarded the contract.

After the approval of the Evaluation Report, the Procuring
Entity will promptly notify other both the success and the
unsuccessful bidders about the outcome of the evaluation of
the bids.

In case of the successful Bidder, following the notification of
award the validity of its offer shall be automatically extended
with sixty (60) days.

No later than thirty (30) days from that date of notification of
the recommendation for the award of the contract, the
Procuring Entity shall submit to the applicant the contract for
the services. The successful Bidder shall be given fifteen
(15) days to sign the contract to the Contracting Authority. If
it fails to do so, the Procuring Entity may consider cancelling
the award of the contract.

The Contractor is expected to commence the assignment on
the date and at the location specified in the Data Sheet.

Information relating to evaluation of proposals and
recommendations concerning awards shall not be disclosed
to the Bidders who submitted the proposals or to other
persons not officially concerned with the process, until the
winning firm has been notified that it has been awarded the
contract.

Short listed Bidders may appeal any of the Procuring Entity’s
decision taken during the evaluation process by following the
procedures described on the SADC Secretariat Guidelines
at the article specified in the Data Sheet.
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DATA SHEET

Clause

Reference

Clarifications and/or Amendment to Reference Clause

1.1

The name of the Procuring Entity is SADC Secretariat
The name of the Contracting Authority is SADC Secretariat
The procurement method is: Negotiated Procedure with Publication

The current bidding process is governed by SADC Procurement and
Grants Policy, August 2019 and SADC Procurement and Grants
Guidelines, January 2021, which can be downloaded from the SADC
Secretariat website
https://www.sadc.int/opportunities/procurement/sadc-procurement-
documentation/

1.2

The name, objectives, and description of the assignment are:
Provision of a Secure Communication System for SADC-RCTC.

To establish a secure, centralised communication platform for counter-
terrorism coordination that safeguards sensitive communications
between SADC Secretariat, and Member States through strong
encryption, secure key management, controlled offline data handling,
and strict access control and secure authentication mechanisms

1.3

The assignment is phased: No

1.4

A pre-bid conference will be held: No

1.5

The Procuring Entity will provide the following inputs: The Contracting
Authority shall use its best efforts to assist the Contractor to
obtain, where necessary, from the responsible Government
Authority in Contracting Authority’s Country the required permits
or approvals.

1.7.3

The Procuring Entity envisages the need for continuity for downstream
work: No

2.1

Clarifications may be requested on or before 17 July 2026.

The address for requesting clarifications is:
Head of Procurement



https://www.sadc.int/opportunities/procurement/sadc-procurement-documentation/
https://www.sadc.int/opportunities/procurement/sadc-procurement-documentation/
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Southern African Development Community (SADC) Secretariat
Attention: Mr. Thomas Chabwera
E-mail: bmaruping@sadc.int
Copy to: tchabwera@sadc.int and kmwakimage@sadc.int

The correspondence shall bear the following reference: Provision of a
Secure  Communication System for SADC-RCTC” REF:
SADC/3/5/4/128

3.1

The language of the bidding process is: English

However, any supporting documents that are part of the bid shall be
issued in any SADC Secretariat official languages (i.e: English, French
and Portuguese). If the original documents are written in a language
other than SADC Secretariat official languages, they shall be
accompanied by an original certified translation into any of the SADC
Secretariat official languages. The cost of the translation shall be
borne by the bidders.

In case of discrepancies between the original language and the
language of translation, the language of translation shall prevail.

Bids not accompanied by an original certified translation into any of
the SADC Secretariat official languages shall be excluded from further
evaluation.

3.3

(i) The Consultant shall not subcontract the whole of the Services.
The Consultant may propose subcontracting any portion of the
assignment up to thirty percentage (30%) of total value of
contract.

(i)  The estimated implementation period for the assignment is: 5
months, followed by support and maintenance for one year
(12 Months).

(vi)  Reports that are part of the assignment must be written in the
following language(s): English.

3.4

vi.  The Consultant is required to train end users and support staff.
vii.  Additional information in the Technical Proposal includes:
Training Plan

3.6

There are no reimbursable expenses. All expenses are included in the
global price of the contract.



mailto:bmaruping@sadc.int
mailto:tchawbera@sadc.int
mailto:kmwakimage@sadc.int
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3.7

Taxes: The financial proposal should include all applicable taxes
and indicated separately.

3.8

This contract has no reimbursable expenses. No reimbursable
expenses should be indicated in the Financial Proposal.

3.9

The maximum available budget for this contract is US$ 120,000.00

3.12

Proposals must remain valid 120 days after the submission date.

4.3

Bidders must submit electronic version of the technical proposal only
in PDF Format. Bidders passing the threshold under 5.8 below (i.e.
technically responsive bids) will be asked to submit the financial
proposals at a later date.

Bidders must submit electronic version of technical proposal only via
link: https://collab.sadc.int/s/DJBLnkLnXgq28Qz

*Bidders are advised to submit their proposals during working hours
for support in case of any technical problems. The technical support
team will not be available after working hours.

NB: Kindly upload your file on the link as a zipped folder
containing all your documents in one folder and label it with the
name of your company.

4.4

The proposal submission is collab link provided below.

https://collab.sadc.int/s/DJBLnkLnXgg28Qz

4.5

Proposals must be submitted no later than the following date and time:

04 August 2026 by Midnight Botswana Time

5.1

The address to send information to the Procuring Entity is:
Mr. Thomas Chabwera

Head of Procurement

SADC Secretariat

Email: bmaruping@sadc.int

With copy to: tchabwera@sadc.int and kmwakimage@sadc.int



https://collab.sadc.int/s/DJBLnkLnXgq28Qz
https://collab.sadc.int/s/DJBLnkLnXgq28Qz
mailto:bmaruping@sadc.int
mailto:tchawbera@sadc.int
mailto:kmwakimage@sadc.int
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5.3 There will be no public bid opening.

5.6 Administrative Compliance:
a. Bid submission form is duly completed and signed. (Where
applicable, Signed by all the members of the consortium and the lead
firm)
c. Organization and methodology are present.
d. Key Experts CV’s are in the bid.
e. Sworn Statement (declaration of undertaking) present and signed
(also signed by all members of JV for JV submission). Template
attached in section 3.
f. power of attorney for authorized signatory (also for all JV Members
if applicable).
g. Joint Venture Agreement (if applicable)
h. Financial Proposal not included in technical proposal.
i.

5.8 The number of points to be given under each of the evaluation criteria

are:

Table - Point Distribution of Evaluation Criteria for Technical
Proposals

Evaluation Criteria Points
Specific experience of the Consultant (as a firm) relevant to the 10
Assignment
Adequacy and quality of the proposed Technical Approach & 20
methodology, and work plan in Methodology
responding to the Terms of Reference
(TORSs): {Notes to
Consultant: the Client will assess
whether the proposed methodology is | \Work Plan 5
clear, responds to the TORs, work plan
is realistic and implementable; overall
team composition is balanced and has
an appropriate skills mix; and the work . . 5
plan has right input of Experts} Organization & Staffing
Key Expert 1: Technical
Project Lead 20
Key Experts’ qualifications and
competence for the Assignment Key Expert 2: Secure 12
Communication Systems
Engineer
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Key Expert 3: Secure 12
Communication &
Cybersecurity Specialist

Transfer of knowledge (training) program (relevance of approach 10
and methodology

Participation by nationals among proposed Key Experts (as
reflected by nationals of SADC Member States among key staff 6
presented by foreign and local firms

Total 100

Table - The number of points to be assigned to each of the above Key
Expert shall be determined considering the following three sub-
criteria and relevant percentage weights:

Evaluation Criteria Points
Qualifications and Skills 30
General Professional Experience 20
Specific Professional Experience 50

Total 100

The minimum technical score required to pass: 70 points.
Bids not reaching 70 points shall be considered not compliant.

Out of the 70 points threshold, the best technical offer is awarded 100
points. The others receive points calculated using the following
formula: Technical score = (final score of the technical offer in
question/final score of the best technical offer) x100.

5.12

Once corrections or adjustments have been applied, the Financial
Proposal shall be adjusted with the Regional Preference.

The Procuring Entity shall grant a margin of preference in the
evaluation of bids from companies’ nationals from the SADC region
when compared to bids from elsewhere. The margin of preference
shall be calculated as a maximum fifteen percent (15%) discount to
the evaluated total price. In case of a consortium, to qualify for the
regional preference, the applicant must be from the region and the
companies providing at least 50% of the services offered must be from
the region.
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For Services to qualify for the regional preference, a bid offering fifty
percent (50) % or more expertise (experts) from the SADC Region will
be discounted, for the purpose of financial evaluation only, with fifteen
percent (15%)

513 The formula for determining the financial scores is the following:
[Either Sf = 100 x Fm/F, in which Sf is the financial score, Fm is
the lowest price and F the price of the proposal under
consideration, or another proportional linear formula]

The weights given to the technical and Financial Proposals are:
T= 0.8 and
P=0.2

6.1 Security vetting and due diligence maybe be conducted on the highest
ranked firm before awarding the Contract.

6.2 The negotiation will include:

(i) unit or total price, and/or (ii) proposed methodology

6.3 The address where the negotiations of the contract will be held is:
Virtual.

7.5 The expected date to commence the assignment is: at least two (2)
weeks after the contract signature by both parties.

9.1 The procedures to be followed to appeal a Procuring Entity decision in

the procurement process are described in the article 7 of the SADC
Secretariat Procurement Guidelines August 2021 Edition.

W
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Section 3. Technical Proposal Submission Form

[Comments in brackets [ ] provide guidance to the Bidders for the preparation of their
Technical Proposals; they should not appear on the Technical Proposals to be
submitted.]

Contents
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ForM TECH-3 DESCRIPTION OF APPROACH, METHODOLOGY AND WORK PLAN FOR PERFORMING
THE ASSIGNMENT ottt e e e e 39
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FORM TECH-7 WORK SCHEDULE ... . ettt et e et e e e e e eeeaaes 46
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ForRM TECH-1 TECHNICAL PROPOSAL SUBMISSION FORM

[Location, Date]
To: [Name and address of Procuring Entity]
Ladies/Gentlemen:

We, the undersigned, offer to provide the consulting services for [insert the
title and reference number of service contract] in accordance with your Bidding
Documents dated [insert the date] and our Proposal. We are hereby submitting
our Proposal, which includes this Technical Proposal, and a Financial Proposal
sealed under a separate envelope.

{If the Consultant is a joint venture, insert the following: We are submitting our Proposal
a joint venture with: {Insert a list with full name and the legal address of each member,
and indicate the lead member}. We have attached a copy {insert: “of our letter of intent
to form a joint venture” or, if a JV is already formed, “of the JV agreement”} signed by
every participating member, which details the likely legal structure of and the
confirmation of joint and severable liability of the members of the said joint venture.
{OR

If the Consultant’s Proposal includes Sub-consultants, insert the following: We are
submitting our Proposal with the following firms as Sub-consultants: {Insert a list with
full name and address of each Sub-consultant.}

Our Proposal is binding upon us and subject to the modifications resulting
from correction and clarification made during the evaluation process, for a period
of [insert the number of days] form the deadline for submission of the bid, as
indicated in the Data Sheet reference to clauses 3.12 and 4.5.

We understand you are not bound to accept any Proposal you receive.
We remain,

Yours sincerely,

Signature:

Name and Title of Signatory:
Name of Firm:
Address:

Phone:
e-mail:

{For a joint venture, either all members shall sign or only the lead member, in
which case the power of attorney to sign on behalf of all members shall be
attached}
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TEMPLATE OF THE SWORN STATEMENT

(DECLARATION OF UNDERTAKING)

To be submitted on the headed notepaper of the legal entity concerned

<Date>

To: Southern African Development Community (SADC) Secretariat

CBD Plot 54385

Gaborone, Botswana

Your ref: < Publication reference >

Dear Sir/Madam

1. In response to your Request for Proposal notice < Publication reference >, we, <
Name(s) of legal entity or entities>,

2. hereby declare that we do not fall into any of the following situations:

a) being bankrupt or wound up, are having our affairs administered by the

courts, have entered into arrangements with creditors, have suspended
business activities, are being subject of proceedings concerning those
matters, or are being in any similar situations arising from a similar procedure
provided for in the national legislation or regulations of the SADC member
states.

have been convicted of offences concerning our professional conduct by a
judgment, which has the force of res judicata; (i.e. against which no appeal is
possible).

have been declared guilty of grave professional misconduct proven by any
means which Procuring Entity can justify.

have been the subject of a judgment which has the force of res judicata for
fraud, corruption, involvement in a criminal organisation or any other illegal
activity detrimental to the Procuring Entity' financial interests.

are being currently subject to an administrative penalty.

have been convicted by a final judgement or a final administrative decision or
subject to financial sanctions by the United Nations or Country for
involvement in a criminal organisation, money laundering, terrorist-related
offences, child labour or trafficking in human beings; this criterion of exclusion
is also applicable to legal Persons, whose majority of shares are held or
factually controlled by natural or legal Persons which themselves are subject
to such convictions or sanctions;

are a shell company nor has our company been created specifically for this
bid and confirm we are legally registered to operate a business under the
Laws of {insert country of registration} since {insert year of registration};

Are involved in corruption: offering, giving, receiving or soliciting, directly or
indirectly, anything of value to influence improperly the actions of another
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party;

i) Does not comply with our Country national tax and social security laws.

We further declare:

1. thatin case we get shortlisted we will provide necessary supporting documents
that will prove that we do not fall into any of the above.

2. We undertake to negotiate a Contract based on the proposed Key Experts. We
accept that the substitution of Key Experts for reasons other than extenuating
circumstances may lead to the termination of Contract negotiations;

3. Our Proposal is binding upon us and subject to any modifications resulting from
the Contract negotiations;

4. We undertake to bring to the attention of SADC Secretariat, any change in
situation regarding all points here above.

We remain,

Privacy Policy: SADC Secretariat Procurement office collects and uses your
personal information for “Procurement Process” when you intend to compete and

Yours sincerely,

Signature:
Authorised Signature:
Name and Title of Signatory:
Name of Firm:
Address:

Email:

{For a joint venture, either all members shall sign or only the lead member, in
which case the power of attorney to sign on behalf of all members shall be

attached}

deliver any service or goods for the organization either individually or as a firm

based on your consent. Your personal data is our highest security and kept for a
period strictly necessary for the purpose set out. This privacy notice supplements

the SADC Secretariat standard privacy notice and should be read in conjunction
with the same available on SADC Secretariat website.
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Form TECH-2.1

CONSULTANT’S ORGANIZATION AND EXPERIENCE

Form TECH-2.1: a brief description of the Consultant’s organization and an outline
of the recent experience of the Consultant that is most relevant to the assignment.
In the case of a joint venture, information on similar assignments shall be provided
for each partner. For each assignment, the outline should indicate the names of
the Consultant’s Key Experts and Sub-consultants who participated, the duration
of the assignment, the contract amount (total and, if it was done in a form of a joint
venture or a sub-consultancy, the amount paid to the Consultant), and the
Consultant’s role/involvement.

A - Consultant’s Organization

1. Provide here a brief description of the background and organization of your
company, and — in case of a joint venture — of each member for this assignment.

2. Include organizational chart, a list of Board of Directors, and beneficial
ownership.

B - Consultant’s Experience

3. List only previous similar assignments successfully completed in the last five
(5) years. Submit evidence: e.g. Completion certificates, reference letters or
signed contracts for only three (3) projects.

4. List only those assignments for which the Consultant was legally contracted as
a company or was one of the joint venture members. Assignments completed
by the Consultant’s individual experts working privately or through other
consulting firms cannot be claimed as the relevant experience of the
Consultant, or that of the Consultant’s partners or sub-consultants, but can be
claimed by the Experts themselves in their CVs. The Consultant should be
prepared to substantiate the claimed experience by presenting copies of
relevant documents and references if so requested by the Client.
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level regulations

Approx.
Assignment name/& r\éla_me of Contract value
. - L. ient & .
Duration | brief description of Country of (in US$ Role on the
main Assignment equivalent) Assignment
deliverables/outputs / Amount paid to
your firm
{e.q., {e.g., “Improvement {e.qg., {e.g., US$1 {e.g., Lead
Jan.2020- | quality of............... " Ministry of mill/lUS$0.5 mill} | partner in a
Apr.2021} | designed master plan | ...... , country} JV A&B&C}
for rationalization of
........ i}
{e.g., Jan- | {e.g., “Support to {e.g., {e.g., US$0.2 {e.g., sole
May 2024} | sub-national municipality | mil/US$0.2 mil} Consultant}
government.....” : of........ ,
drafted secondary country}
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FOrRM TECH- 2.2 COMMENTS AND SUGGESTIONS ON THE TERMS OF
REFERENCE ON COUNTERPART STAFF AND FACILITIES TO BE PROVIDED BY
THE PROCURING ENTITY AND ON STANDARD CONTRACT FORM

A — On the Terms of Reference

[Present and justify here any modifications or improvement to the Terms of
Reference you are proposing to improve performance in carrying out the
assignment (such as deleting some activity you consider unnecessary, or adding
another, or proposing a different phasing of the activities). Such suggestions
should be concise and to the point, and incorporated in your Proposal.]

B — On Counterpart Staff and Facilities

[Comment here on counterpart staff and facilities to be provided by the Contracting
Authority as indicated in the TORs or include your own requirements of:
administrative support, office space, local transportation, equipment, data, etc.]

C — On Standard Form of Contract

[Please recommend any change in the Standard Form of Contract’s clauses you
would like to see incorporated in the final Contract. Please indicate which of the
proposed changes, if not accepted by the Procuring Entity could determine you to
reject the Contract for this assignment. Use maximum 2 pages]
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Form TECH-3 DESCRIPTION OF APPROACH, METHODOLOGY AND
WORK PLAN FOR PERFORMING THE ASSIGNMENT

[Technical approach, methodology and work plan are key components of the
Technical Proposal. You are suggested to present your Technical Proposal (max.
30 pages, inclusive of charts and diagrams) divided into the following three
chapters:

a) Technical Approach and Methodology,
b) Work Plan, and
¢) Organization and Staffing,

a) Technical Approach and Methodology. In this chapter you should explain your
understanding of the objectives of the assignment, approach to the services,
methodology for carrying out the activities and obtaining the expected output, and
the degree of detail of such output. You should highlight the problems being
addressed and their importance, and explain the technical approach you would
adopt to address them. You should also explain the methodologies you propose to
adopt and highlight the compatibility of those methodologies with the proposed
approach.

b) Work Plan. In this chapter you should propose the main activities of the
assignment, their content and duration, phasing and interrelations, milestones
(including interim approvals by the Purchaser), and delivery dates of the reports.
The proposed work plan should be consistent with the technical approach and
methodology, showing understanding of the TOR and ability to translate them into
a feasible working plan. A list of the final documents, including reports, drawings,
and tables to be delivered as final output, should be included here. The work plan
should be consistent with the Work Schedule of Form TECH-7.

¢) Organization and Staffing. In this chapter you should propose the structure and
composition of your team. You should list the main disciplines of the assignment
and proposed technical and support staff.]
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ForM TECH-4 TEAM COMPOSITION AND TASK ASSIGNMENTS
Professional Staff
Name of Staff Area of Expertise | Position Assigned Task Assigned




FORM TECH -5 CuRRIicuLUM VITAE (CV) FOR PROPOSED
PROFESSIONAL STAFF! (ONLY INCLUDE CVs OF THE 3 KEY EXPERTS)

Proposed role in the project:

Family name:
First names:
Date of birth:
Nationality:
Civil status:

o gk wbd-=

Contract details:

8. Education:

[insert the name of the position and indicate the key
position]

[insert the name]

[insert the names in full]

[insert the date]

[insert the country or countries of citizenship]
[insert: married/ divorced/single/ widower]
Address:[insert the physical address]
Phone :[insert the phone and mobile no.]
E-mail: [insert the email]

Institution:
[Date from — Date to]

Degree(s) or Diploma(s) obtained:

[indicate the month and the year]

[insert the name of the diploma and the
specialty/major]

[indicate the month and the year]

[insert the name of the diploma and the
specialty/major]

7. Language skills: (Indicate competence on a scale of 1 to 5) (1 — excellent; 5 —

basic)
Language Reading Speaking Writing
[insert the language] [insert the no.] [insert the no.] [insert the no.]
[insert the no.] [insert the no.] [insert the no.] [insert the no.]
[insert the no.] [insert the no.] [insert the no.] [insert the no.]

8. Membership of professional
bodies:

9. Other skills:
10. Present position:
11. Years of experience:

[indicate the name of the professional body]

[insert the skKills]
[insert the name]
[insert the no]

12. Key qualifications: (Relevant to the assignment)

[insert the key qualifications]

13. Specific experience in the region:

Country

Date from - Date to

I The CV must not exceed eight (8) pages and must be in this format.
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[insert the country]

[indicate the month and the year]

[insert the country]

[indicate the month and the year]

[insert the country]

[indicate the month and the year]
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14. Professional experience.

Location
Date Company& reference
of the . o
from — - person (hame & Position Description
assignme .
Date to nt contact details)
Name of the Company: Name of the contract:
Address of the company: [indicate the | Beneficiary of the contract:
[indicate the [indicate the Phone: exact name Brief description of the contract:
Fax: and title and if | Responsibilities:
month and country and Email: it was a short
the year] the city] ’

Name and title of the
reference person from the
company:

term or a long
term position]

[indicate the

[indicate the

Name of the Company:
Address of the company:
Phone:

[indicate the
exact name

Name of the contract:
Beneficiary of the contract:

Brief description of the contract:

Fax: and title and if | Responsibilities:
month and country and - .
the year] the city] Email: it was a short
Name and title of the term or a long
reference person from the term position]
company:
Name of the Company: Name of the contract:
Address of the company: [indicate the | Beneficiary of the contract:
[indicate the [indicate the Phone: exact name Brief description of the contract:
Fax: and title and if | Responsibilities:
month and country and - .
. Email: it was a short
the year] the city]

Name and title of the
reference person from the
company:

term or a long
term position]
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14. Other relevant information: (e.g. Publications)
[insert the details]

15. Statement:

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly
describes myself, my qualifications, and my experience. | understand that any wilful
misstatement described herein may lead to my disqualification or dismissal, if engaged.

| hereby declare that at any point in time, at the SADC Secretariat request, | will provide
certified copies of all documents to prove that | have the qualifications and the professional

experience and indicated at points 8 and 14 above® , documents which are attached to this
CV as photocopies.

By signing this statement, | also authorised the SADC Secretariat to contact my previous

or current employers indicated at point 14 above, to obtain directly reference about my
professional conduct and achievements.

Date:

ATTACHMENTS: 1) Proof of qualifications indicated at point 8

37 he proof of stated qualifications shall be in the form of the copies of the degrees and diploma obtained.
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FORM TECH-6 STAFFING SCHEDULE

Staff input (in the form of a bar chart)4 Total staff-days input5
N° | Name of Staff3
1 2 3 4 5 6 7 8 9 10 11 12 n Home |Field6 |Total
Key Experts
1 [Home]
[Field]
2
n
Subtotal
Non key experts
1 TBA [Home]
[Field]
5 TBA
TBA
n
Subtotal
Total

3 Position held in the Contract must be indicated as well.
* Months/ weeks are counted from the start of the assignment. For each staff indicate separately staff input for home and field work.
3 Select months or weeks as needed.

® Field work means work carried out at a place other than the Contractor’s home office.
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Form TECH-7 WORK SCHEDULE

Months?
N° Activity'

Al [(wWN|[=

! Indicate all main activities of the assignment, including delivery of reports (e.g.: inception, interim, and final reports), and other benchmarks

such as Procuring Entity’s approvals. For phased assignments indicate activities, delivery of reports, and benchmarks separately for each
phase.

2 Duration of activities shall be indicated in the form of a bar chart
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Section 4. Financial Proposal Submission Forms

[Comments in brackets [ ] provide guidance to the Service Providers for the
preparation of their Financial Proposals; they should not appear on the Financial
Proposals to be submitted.]

FORM FIN-1 FINANCIAL PROPOSAL SUBMISSION FORM.....couuieeiiiieiaeeaaaen, 48
FORM FIN-2 SUMMARY OF COST S e iuttiteee et 49
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ForM FIN-1 FINANCIAL PROPOSAL SUBMISSION FORM

[Location, Date]
To: [Name and address of Procuring Entity]

Ladies/Gentlemen:

We, the undersigned, offer to provide the consulting services for [insert the
title and the reference number of consulting services] in accordance with your
Bidding Documents dated [insert the date] and our Proposal (Technical and
Financial Proposals). Our attached Financial Proposal is for the sum of US$ [insert
the amount in words and figures]. This amount is exclusive of the taxes (including
social security), duties, fees, levies, and other charges imposed under the
applicable law in the Procuring Entity’s country or in the countries of assignment,
on the our firm(s), subcontractors, and personnel (other than nationals or
permanent residents of the Procuring Entity’s country). However, the Financial
Proposal includes taxes indicated in the Data Sheet reference to clause 3.7, which
we have estimated at [insert the amount(s) in words and figures].

Our Financial Proposal shall be binding upon us subject to the modifications
resulting from correction and clarification made during the evaluation process, up
to expiration of the validity period of the Proposal.

Commissions and gratuities, if any, paid or to be paid by us to agents relating
to this Proposal and Contract execution, if we are awarded the Contract, are listed
below:

Name and Address Amount and Purpose of Commission
of Agents Currency or Gratuity

We understand you are not bound to accept any Proposal you receive.
We remain,
Yours sincerely,

Signature:

Name and Title of Signatory:
Name of Firm:
Address:

Phone:

E-mail:
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ForM FIN-2 SUMMARY OF COSTS

Costs
Cost component
(US$)
Lump sum
Taxes!
Total

as per Data Sheet reference to clause 3.7

Page 49 of 115
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Section 5. Terms of Reference
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LIST OF ACRONYMS

NO ACRONYM MEANING

1. SADC Southern African Development
Community

2. SADC-RCTC Southern African Development
Community — Regional Counter
Terrorism Centre

3. SCS-EE Secure Communication System For
Encrypted Email

4. ICT Information And Communication
Technology

5. USB Universal Serial Bus

6. UPS Uninterruptible Power Supply

7. OTP One-Time Pad — Single-Use
Encryption Key Material Used For
Offline Encryption

8. ISO/IEC International Organization For
Standardization / International
Electrotechnical Commission

9. CISSP Certified Information Systems
Security Professional

10. | CISM Certified Information Security
Manager

11. |CEH Certified Ethical Hacker

12. | CSSLP Certified Secure Software Lifecycle
Professional

13. |PMP Project Management Professional

14. | PRINCE2® 7 Projects In Controlled Environments
(Version 7)

15. | PMI-ACP Agile Certified Practitioner (Project
Management Institute)

16. | ITIL Information Technology
Infrastructure Library

17. | PKI Public Key Infrastructure

18. | KMS Key Management Systems

19. |HSM Hardware Security Module
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1. BACKGROUND INFORMATION
1.1 Partner Country and Procuring Entity

The partner country for this project is the Southern African Development
Community (SADC), and the contracting authority is the SADC Secretariat.

1.2 Contracting Authority

The contracting authority for this project is the SADC Secretariat, which
oversees peace, security, and stability efforts within the SADC region.

1.3 Country Background
1.4 Current Situation in The Sector

The Southern African Development Community (SADC) relies on timely,
accurate, and secure information exchange between the Secretariat and
Member States to effectively address terrorism-related threats. However,
current communication processes still depend on manual reporting and
standard email services, which limit the speed, accuracy, and reliability of
intelligence sharing. These gaps reduce the overall effectiveness of counter-
terrorism monitoring, coordination, and operational response across the
region.

This Terms of Reference (ToR) therefore proposes the establishment of a
dedicated Secure Communication System for Email Encryption (SCS-EE).
for the SADC-RCTC. The system will provide a controlled, resilient, and
trusted platform for transmitting classified counter-terrorism information,
ensuring that operational intelligence, threat reports, incident briefs, and
coordination directives are exchanged with the highest levels of
confidentiality and integrity. The solution aims to strengthen regional
collaboration by improving the efficiency, security, and reliability of
communication processes that support efforts to counter terrorism, disrupt
extremist networks, and coordinate timely responses to emerging security
threats.
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2. PURPOSE, OBJECTIVE, & EXPECTED RESULTS
2.1 Purpose

The purpose of this Terms of Reference (ToR) is to define the technical,
operational, and security requirements for the establishment and
maintenance of the SADC Secure Communication System for Email
Encryption (SCS-EE).

2.2 Overall Objective

To establish a secure, centralised communication platform for counter-
terrorism coordination that safeguards sensitive communications between
SADC Secretariat, and Member States through strong encryption, secure key
management, controlled offline data handling, and strict access control and
secure authentication mechanisms.

2.3 Specific Objectives

The Secure Communication System will strengthen SADC’s capacity to
protect sensitive information, ensure authenticated exchanges, and maintain
controlled communication channels with Member States by achieving the
following objectives:

e Secure, end-to-end encrypted email communication.
To enable the protected exchange of sensitive and classified
information between the SADC Secretariat and Member States,
preventing unauthorised access, interception, and alteration.

e Data confidentiality, integrity, authenticity and availability.
To ensure that information remains protected from unauthorised
disclosure, alteration, or impersonation through the application of
approved cryptographic methods and the system is operational and
reliable with minimal downtimes in an event where there is system
disruptions

e Secure key management framework.
To establish controlled generation, storage, distribution, rotation, and
revocation of cryptographic keys used to encrypt and decrypt official
data.

e Hardware based cryptographic protection: To incorporate
hardware based cryptographic controls (such as Hardware Security
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2.4

Modules (HSM) and secure token devices) to strengthen key
protection, secure authentication, and prevent unauthorised access to
cryptographic material.

Auditable logging and traceability.

Enable the creation of a verifiable audit trail for encryption activities,
system access, and data transfers to support accountability and
compliance requirements.

Protection against unauthorised access and interference.
Prevents unauthorised access, interception, or modification of official
correspondence through enforced security controls.

Capacity building for secure communication management.
Strengthens the ability of Member States to operate, manage, and
sustain secure communication infrastructure.

Compliance with SADC Legal Frameworks.

Ensure the Secure Communication System is designed, implemented
and operated with accordance with applicable SADC Legal
Frameworks Frameworks i.e Cyber and Data protection model laws.

Results to be Achieved.

The Secure Communication System will significantly enhance the
confidentiality, integrity, and control of sensitive exchanges between SADC
and Member States. The results achieved will include:

A trusted and secure regional communication environment is
operational- Supporting the exchange of sensitive and classified
information between the SADC Secretariat and Member States.
Communications remain protected throughout their lifecycle-
Information kept confidential, authentic, and resistant to unauthorised
modification.

Cryptographic keysand trust material are securely managed
under central governance- ability to control, update, and revoke
access when required.

All system activities are fully traceable and auditable- providing
reliable records for oversight, compliance, and security incident
analysis.
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Unauthorised access, interception, and interference are
effectively mitigated- ensuring the integrity of official correspondence
and system operations.

Secure operations are maintained during network disruptions or
restricted connectivity, allowing continuity of sensitive
communications through controlled offline capability.

Hybrid Online—Offline Security Protection- The system will ensure
strong security by performing sensitive cryptographic functions offline
while supporting efficient online operations for daily communication.
Member States demonstrate strengthened operational capacity,
enabling them to manage and sustain secure communication systems
in support of regional security and counter-terrorism cooperation.

2.4.1 System Ownership and Governance

The Secure Communication System will be established as a centralised
platform under SADC to ensure protected, authenticated, and strictly
governed communication with Member States. The system will reinforce
SADC’s mandate to coordinate secure regional exchanges while preventing
unauthorised or uncontrolled communication flows. The governance
structure for the system will be defined as follows:

SADC RCTC - Primary Authority

As the leading authority on counterterrorism and the prevention of

violent extremism in the region, the SADC will hold primary ownership

of the Secure Communication System, ensuring that all encrypted
exchanges directly support the coordination, management, and
protection of sensitive counterterrorism information. This include;

a. Operational Control: SADC RCTC will manage the day
operational activities of the system, including the initiation,
supervision, and management of encrypted communication flows
that support counterterrorism and regional security coordination.

b. Trust and Security Governance: The SADC RCTC shall define,
oversee, and enforce governance frameworks for identity
management, access control, and secure communication. This
includes ensuring that all counter-terrorism and violent extremism—
related communications are authenticated, confidential, and
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3.1.

protected against unauthorised access, interference, or
compromise.

c. Decision-Making: The SADC RCTC will lead decisions on system
use, particularly for sensitive intelligence exchanges, crisis
situations, and threat mitigation, including restricting access or
adjusting trust arrangements in response to security incidents.

SADC Secretariat Support

The SADC Secretariat will provide overarching strategic oversight to
ensure that the Secure Communication System is deployed and
operated in alignment with regional security priorities, including
counterterrorism and the prevention of violent extremism. The
Secretariat’s role will involve:

. Strategic Guidance: Providing direction to ensure that the secure

communication framework supports SADC’s broader peace, security,
and counterterrorism objectives. This includes ensuring that the
system strengthens regional coordination, information protection, and
the controlled exchange of sensitive communications.

. Technical Compliance and Support: Ensuring that the system’s

secure communication processes comply with SADC technical
standards, infrastructure requirements, and interoperability
expectations, without prescribing specific technologies or
architectures.

. Performance Monitoring: Overseeing system performance to ensure

that secure communication channels operate reliably, support timely
information exchange, and deliver the intended outcomes for regional
counterterrorism cooperation. This includes monitoring system
availability, usage, and security indicators.

ASSUMPTIONS & RISKS

Assumptions underlying the project.
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i. Key stakeholders are available during the implementation of the

project.

ii. Sufficient financial and time resources have been allocated to the

project.
3.2. Risks

downtime

Risk Level Mitigation Measure
(L/M/H)

Project delays due to Low (L) | Advance scheduling and reminders.

unavailability of staff or Prioritize awarding the contract to a

resource constraints bidder with staff based in the region to
minimize delivery time.

Exposure of sensitive or High (H) | Enforce strict confidentiality measures,

classified communication apply strong encryption during

during deployment. installation and data transfer, and limit
deployment access to vetted personnel
only.

Incorrect configuration of Medium | Apply approved security configuration

secure communication and (M) standards, conduct thorough validation

trust management components and testing of secure communication
controls, and involve qualified security
and cryptography experts during system
setup and implementation.

Integration challenges with Medium | Conduct early compatibility

existing Member State (M) assessments, engage Member State

systems (email platforms, ICT teams, and ensure interoperability

gateways, directories) through SADC-approved secure
messaging standards and interfaces.

Lack of user adoption or Medium | Provide training, awareness sessions,

resistance to using the secure | (M) and engage Member States in user

communication channel acceptance testing to promote smooth
transition.

Vendor lock-in or Medium | Negotiate clear contract terms, require

overdependence on external (M) full technical documentation, and

supplier prioritize open-standard technologies to
maintain flexibility.

Delays or inadequate response | Medium | Define clear Service Level Agreements

from vendor support services (M) (SLA), including response and resolution
timelines, and ensure availability of local
or regional technical support.

Technical failures or system High (H) | Implement system redundancy, conduct

regular testing of failover mechanisms,
and ensure the vendor provides timely
technical support.
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servers, licensing)

Inadequate cybersecurity High (H) | Enforce strong access controls, apply
controls (e.g., unauthorized multi-factor authentication, monitor
access, malware, intrusion system logs, and integrate with existing
attempts) SOC/SIEM monitoring tools.

Cost overruns due to Medium | Define scope clearly, monitor budget
underestimated system (M) closely, and include contingency in
components (e.g., HSMs, financial planning.

Non-compliance with legal or High (H) | Align solution with regional/national
regulatory requirements regulations and conduct regular

compliance audits.

4,
41

SCOPE OF THE WORK

General

4.1.1. Project Description:

The project involves designing, establishing, and deploying a secure
communication system that enables controlled, encrypted exchanges
between SADC and Member States, fully aligned with SADC’s mandate to
coordinate regional security, counterterrorism, and information protection.

Key Activities:

Authorised Users (SADC Secretariat and Member States): Covers
all duly authorised personnel within the SADC Secretariat and Member
States approved to access and use the Secure Communication
System.

Designated Devices and Systems: Includes all approved laptops,
servers, and workstations configured to operate within the Secure
Communication System (SCS) with remote data wipe capabilities in a
case of theft or loss.

Classified and Sensitive Correspondence: Covers all confidential,
restricted, and secret communications exchanged within the SADC
secure communication network.

Offline and Encrypted Online Operations: All offline and encrypted
online activities, including data transmission, key exchange, and
secure message storage.
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Training and Documentation: Develop and deliver comprehensive
training for SADC Secretariat and Member State focal points, and
prepare clear operational manuals, and governance procedures for
ongoing system use.

4.1.2 Workflow

The Secure Communication System for Encrypted Email Exchange (SCS-
EE) shall operate through a controlled offline—online workflow to ensure the
confidentiality, integrity, and traceability of sensitive communications
between SADC Member States and the Secretariat.

Message Preparation and Encryption (Member State — Offline
Environment) - Authorised users within a Member State shall prepare
official correspondence on a dedicated offline workstation. The
message content and any attachments shall be encrypted using
approved encryption mechanisms. All encryption activities shall be
logged locally.

Secure Transfer to Connected Environment - The encrypted output
file (.enc format) shall be transferred from the offline workstation to a
connected email system using approved secure removable media
(encrypted USB devices). Direct internet connectivity on the encryption
workstation shall be strictly prohibited.

Encrypted Email Transmission - The encrypted file shall be
transmitted via an official SADC email account over the existing email
infrastructure. At no stage shall plain text data be transmitted over the
network.

Receipt and Secure Handling (SADC Secretariat) - Upon receipt,
the encrypted email shall be routed through the Secretariat’'s secure
email gateway. The encrypted file shall then be transferred to a
designated offline decryption workstation within the Secretariat’s
secure environment.

Decryption and Access Control (Offline Environment) - Decryption
shall be performed offline by authorised personnel using approved
cryptographic keys. Access to decrypted content shall be restricted to
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authorised users only. Decryption activities shall be logged in
accordance with audit requirements.

e Audit, Logging, and Oversight - All encryption, decryption, file
transfers, and access events shall be recorded in system logs. Logs
shall be reviewed periodically by designated ICT personnel and
subjected to scheduled audits to ensure compliance with security
policies.

e Key Management and System Oversight (CEA) - The Central
Encryption Administration (CEA), located at the SADC Regional
Counter Terrorism Centre (RCTC), shall maintain oversight of key
generation, distribution, usage, destruction, and audit review. Controls
shall ensure that keys are not reused, misused, or exposed, and that
Member State to Member State encrypted communication is
technically and procedurally prevented.

4.2 Specific Work

e System Setup and Security: Configure and secure offline
encryption/decryption systems and connected email infrastructure

e User and Access Management: Authorise users, assign roles, and
enforce access control and authentication requirements.

e Key Management: Generate, distribute, control, and destroy
cryptographic keys under CEA oversight.

e Secure Message Processing: Prepare, encrypt, transmit, receive,
and decrypt official communications in accordance with approved
procedures.

e Audit, Training, and Compliance: Maintain logs, conduct audits, train
users, and manage security incidents.

Ownership-Specific Configuration:
e Administrative Control for SADC RCTC: SADC-RCTC shall be the
sole owner and administrator of the Secure Communication System,
with full authority over system licensing, configuration, cryptographic
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4.3.

key management, user identities, access privileges, and security
controls. In its role as the primary custodian of secure regional
communications, RCTC shall exclusively manage the generation,
distribution, use, and destruction of encryption keys and control system
access, while Member States shall operate the system strictly within
the permissions granted to them and shall not modify system settings
or security controls without prior authorisation from SADC RCTC.

Project Management.

4.3.1 Responsible body

SADC Secretariat is based in Botswana, Gaborone with satellite
offices in a number of the SADC Member States.

4.3.2 Management Structure

The service provider will report to the Coordinator of SADC RCTC
supported by Head ICT

4.3.3 Facilities to be provided by the Contracting Authority

5.
5.1

For all experts working on the project SADC Secretariat, as the
Contracting Authority, will facilitate a venue for meetings. Any other
residence, work and related documentation and logistics are entirely
the responsibility of the service provider.

LOGISTICS AND TIMING

Project Location

The project is implemented under the SADC Regional Counter Terrorism
Centre (RCTC) as the primary operational authority. Core system
infrastructure, including centrally hosted servers, shall be maintained within
SADC Secretariat-controlled facilities in Gaborone, Botswana.

The system shall support secure communication between the SADC
Secretariat, RCTC, and Member States, with cryptographic management and
operational control retained by the SADC RCTC.
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5.2 Implementation Period

The project’s initial implementation will span Five months, followed by
ongoing support and maintenance for one year (12 Months). The cost of
support and maintenance will be included in the project cost.

6. REQUIREMENTS
6.1 System specification and functionalities

The specifications and functionalities of the Secure Communication System
are designed to ensure secure, authenticated, and centrally managed
communication between SADC and Member States. The following outlines
the key system requirements:

6.1.1 System and Security Requirements

Requirement Specification
Operating Microsoft Windows operating system/linux shall be
System used on designated user workstations.
Offline Offline Encryption and decryption performed on
Operation systems and isolated from the Internet using a One-

Time Pad (OTP)

Physical All systems must be located in locked, access-
Security controlled environments with restricted entry.

Authentication Vigorous password enforcement (minimum 12
characters, complexity required); 90-day password
renewal. And multi-factor authentication where
applicable.

Access Control | No shared or generic accounts; each user must have
unique credentials.

Software System and encryption application passwords must be
Protection changed annually or immediately after a compromise.
Data All emails must be encrypted end-to-end using
Transmission approved algorithms.

Logging and All encryption, key generation, and email transmission
Audit events must be logged locally and centrally.
Cryptographic The system shall support hardware based

Hardware cryptographic controls, including HSM or equivalent
Support secure devices for key protection and cryptographic

operations
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6.1.2. Key Management Framework

Key Generation and Distribution:

o All One-Time Pad (OTP) or cryptographic keys shall be
centrally generated by the System Administrator using a
certified random number generator.

o Each key should be unique and single-use for a specific
encryption/decryption session.

Key Distribution

o Keys shall be distributed through encrypted offline media (e.g.,
encrypted USB drives) or physical handover to Member States
under dual verification procedures.

Key Usage and Destruction

o Once used, OTP or session keys must be securely destroyed
using cryptographic wipe tools.

o Reuse of keys is strictly prohibited
Backup and Retention

o Backup copies of unused keys shall be stored in a Fire-
resistant, locked safe under dual control at the Secretariat.

o Backup keys shall never be transmitted electronically.
o The system should have a facility to delete permanently
Communication Restriction

o Encryption is limited to communication between Member
States and the SADC RCTC.

o Bilateral communication between Member States using these
keys shall not be allowed.

7. Operational Procedures

Encryption and decryption shall be executed offline, ensuring isolation
from the Internet.

Encrypted messages (.enc format) shall be transferred to the
connected email environment via approved secure USB drives.

Only official SADC email addresses shall be used for transmitting
encrypted content.
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System logs shall capture:
o Date and time stamp
o File/message reference
o Operation type (Encrypt/Decrypt)
o User identity
o Purpose of communication

Logs will be reviewed quarterly by the IT Officer and annually audited by
the ICT Security Division.

9.

Incident handling procedures shall be established to manage system
errors, security incidents, and operational disruptions, including
escalation and resolution processes

. Prohibited Activities

Internet or Wi-Fi connectivity on encryption systems (computer).

Installation of unauthorised or unapproved software on the computer
system.

Use of personal email accounts for encrypted file transmission.

Sharing of encryption keys or encrypted data with unauthorised
personnel.

Direct Member State-to-Member State encryption.

Training and Capacity Building

All users must undergo mandatory initial and annual training covering:

Secure communication system use and security principles.
Software operation and configuration.
Encryption/decryption procedures.

Key management and destruction protocols.

Incident reporting and escalation processes and legal recourse
mechanism.

Training records will be maintained by the ICT Security Division and
verified annually as part of the SADC Information Security Audit.
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10. Deliverables

Afully operational secure communication system supporting encrypted
email exchange;

Configured user accounts and key sets per Member State;
Standardised encryption/decryption logs and audit reports;

Annual security and compliance reports verified by the ICT Security
Division; and

Comprehensive training and awareness materials for all authorised
users.

11. Review and Maintenance

This ToR and the system configuration shall be reviewed every two (2) years

The encryption protocol or key management policy changes.

A new operating system version or system upgrade is implemented.
A cybersecurity incident warrants revision of procedures.

The service provider shall provide ongoing maintenance and technical
support in accordance with agreed service levels, including system
updates, issue resolution, and security patching.

12. Hardware

12.1. Administrative and Member State Devices

Encrypted USB Drives: Encrypted USB storage devices shall be
provided to support the secure transfer of encrypted files between
offline encryption workstations and connected email environments. A
total of twenty-five (25) encrypted USB drives shall be allocated and
distributed as follows: two (2) for administrative use, sixteen (16) for
Member States focal points, and seven (7) reserved for redundancy
and contingency purposes.

Administrative Configuration Notebooks: Two (2) dedicated
administrative notebooks with hardened Linux installation shall be
designated for system configuration, testing, backup, and training
purposes. One device shall operate as the primary administrative
workstation, while the second shall serve as a backup and contingency
unit.
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13.

User and System Management

Role-Based Access Control: Defines operational separation, with
SADC RCTC as the main administrator and other Secretariat units
receiving controlled access based on mandate.

Comprehensive Documentation and Training: User guidance and
procedures shall be provided, with training conducted to ensure secure
and correct system use.

14. Expertise

The service provider shall demonstrate the capacity and competence to
deliver the Secure Communication System in accordance with SADC
security and governance requirements, supported by a suitably qualified
and experienced expert team. In this regard, the service provider shall
demonstrate:

Proven experience in design, deployment, and support of secure
communication systems for government or regional institutions.
Practical expertise in offline encryption environments, secure data
handling, and centrally managed communication systems.

Availability of appropriately qualified experts with relevant technical
and operational experience.

Capability to operate within regulated, security-sensitive environments
and comply with applicable information security requirements.

14.1. Key Experts

14.1.1 Key Expert 1: Technical Project Lead

Role Summary
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A senior expert responsible for leading, coordinating, and overseeing the
entire implementation of the Secure Communication System acting as the

primary technical liaison with SADC secretariat.
Key Responsibilities:

« Provide overall leadership and coordination for the deployment of the
Secure Communication System across SADC and all Member States.

o Ensure technical deliverables comply with approved security,
operational, and quality requirements.

o Act as the primary technical liaison with the SADC Secretariat,
managing communication, clarifications, and escalations.

o Conduct regular technical reviews, progress meetings, and
stakeholder reporting.

« Ensure deployment activities adhere to approved security standards,
configuration requirements, and implementation timelines.

« Oversee the preparation of technical documentation, including SOPs,
operational guides, and architecture diagrams.

« Coordinate and support training, capacity-building, and knowledge-

transfer activities for SADC and Member State focal points.
Skills and Qualifications:

« Bachelor’s degree in ICT, Computer Science, or a closely related ICT
field (required).

« Master's degree in IT Project Management, Information Security, or
Technology Governance (preferred).

« Recognised project management certification such s PMP® or
PRINCE2® 7 Practitioner (preferred).
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« Certification related to information security governance, such as
ISO/IEC 27001 Lead Implementer or Lead Auditor) is an added

advantage.
General Professional Experience:

e« Minimum of 10 years’ experience leading ICT or secure system
implementation projects.

« Experience managing projects in government, regional, or other
regulated environments.

« Proven ability to coordinate multidisciplinary technical teams and
stakeholders.

« Demonstrated experience delivering secure systems within defined

timelines and governance frameworks.

14.1.2. Key Expert 2: Secure Communication Systems Engineer

Role Summary

A technical specialist responsible for deploying, configuring, and supporting
secure system infrastructure and ensuring the reliable and secure operation

of encryption workstations and supporting components.
Key Responsibilities:

e Deploy and configure secure workstations and administrative
systems.

¢ Implement system hardening measures, access controls, and
secure configuration baselines.

e Support integration with existing email systems for the transmission

of encrypted files.
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e Configure and maintain system logging, monitoring, and backup
mechanisms.
e Provide technical support and troubleshooting during system

implementation and operation.
Skills and Qualifications:

« Bachelor's degree in information systems, Computer Engineering, or
a closely related ICT field (required).

« Master’s degree in systems engineering or IT Security (preferred).

« Strong hands-on experience with Linux and/or Windows systems in
security-sensitive environments.

« Experience deploying high-availability and fault-tolerant systems.

Professional Experience:

« Minimum of 7-8 years’ experience in secure system deployment and
infrastructure support.

« Practical experience in offline system operation, secure configuration,
and controlled data transfer mechanisms.

o Experience supporting secure systems within government or other
regulated environments.

« Practical experience in network designs and architectures.

« Practical experience in secure system deployment and integration.

« Practical knowledge on cloud and on premises network infrastructure.

14.1.3 Key Expert 3: Secure Communication & Cybersecurity
Specialist
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Role Summary

A senior cybersecurity professional responsible for defining security
requirements and ensuring the Secure Communication System is
implemented and operated in line with SADC security policies and

recognised best practices.
Key Responsibilities:

e Define secure communication and encryption requirements.

Guide the implementation of offline encryption and controlled data

transfer mechanisms.

Conduct system hardening, risk assessment, and security validation

activities.

Develop incident handling procedures related to unauthorised

access or data compromise.

Ensure the Secure Communication System operates in alignment with
recognised security frameworks and all relevant national and
international legal requirements, supported by structured governance
and periodic audits.

Provide technical guidance and training to SADC and Member State

focal points.
Skills and Qualifications:

« Bachelor's degree in Cybersecurity, Information Security, Computer
Science, Information Systems, Telecommunications Engineering or a
closely related ICT field (required)

« Master’s degree in information security or Cybersecurity
(preferred).

« Recognised professional security certifications such as CISSP,

CISM, Security+, CEH, or equivalent (preferred).
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Professional Experience:
Proven experience, including:

« Atleast 8-10 years in cybersecurity, information security, or secure
system architecture, ideally within a law enforcement, intelligence, or
defense environment.

« Experience working in or with government agencies, national security
organizations, international intelligence bodies or regulated critical
infrastructure environments.

« Practical experience applying recognised cybersecurity frameworks
such as ISO/IEC 27001 and NIST in security-sensitive environments

« Experience in designing or managing secure communication
systems.

« Strong communication and leadership skills with experience in cross
functional teams.

« Knowledge on secure communication protocols i.e TLS, IPsec.

« Technical knowledge in PKI.

« Technical knowledge in ethical hacking i.e penetration testing .

15: Training Requirements
The service provider shall deliver (Administrator and user) role-specific
training for designated personnel within the SADC Secretariat on the secure

operation and authorised use of the Secure Communication System.

16: Office accommodation.
This assignment will be home based. Where travel of the consultant will be
required for approved training sessions, SADC Secretariat will pay for all

travel associated costs per SADC Secretariat travel policy.

17: Facilities to be provided by the contractor.
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The contractor must ensure that experts are adequately supported and

equipped.

18: Equipment

No equipment is to be purchased on behalf of the contracting authority /
procuring entity as part of this service contract or transferred to the
contracting authority / procuring entity at the end of this contract. Any
equipment related to this contract that is to be acquired by the procuring entity

must be purchased by means of a separate supply tender procedure.
19: Incidental expenditure

Not Applicable.

20: Expenditure verification

Not Applicable.

21. REPORTING
20.1.1. Reporting Requirements.

The following reports are expected throughout the project lifecycle:

Name of Report Content Time of Submission
Inception Report Initial analysis and submitted within 10
project plan, days of project
commencement
Requirements and Detailed description of | submitted within 15
Specifications system requirements, | days after approval of
Document with clearly defined inception report
system components
functionalities and
relationship.
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Solution Design and
Architecture Report

Final system design,

annexed with

e Detailed System
artitecture and
design;

to be submitted within
18 days after approval
of requirements &
specification document

Technical
Documentation and
Manuals

Complete system
guides and manuals,

to be delivered within
75 days after approval
of solution design and
architecture report

Final Report

Summaries
achievements,
challenges, and
recommendations,

to be delivered within 7
days after submission
of technical documents

System maintenance
and support

Commences after
commissioning of
Secure communication
system

1 year from
commissioning

22. Payment Schedule

The payment schedule for the Secure Communication System Project is as

follows:

20% Upon Inception and Design Approval

Payment shall be made upon submission and approval of the following

deliverables:

« Inception Report approved by the SADC Secretariat.

o Detailed Business and Technical Requirements Document aligned

with SADC security and operational needs.

o Approved

system

design

documentation,

including  secure

communication workflow, offline—online operational model, and central

governance structure.
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30% — Upon System Deployment and Configuration
Payment shall be made upon confirmation that:

o The Secure Communication System core components are deployed
and configured in accordance with approved specifications.

« Offline encryption and decryption workstations are operational and
properly isolated.

« Secure file transfer and encrypted email transmission processes are
implemented and functioning.

« Central system administration, access control, and audit logging
capabilities are operational.

« System architecture and infrastructure documentation is submitted and

approved.

30% — Upon Training, Documentation, and Go-Live Readiness
Payment shall be made upon receipt and acceptance of:

« Comprehensive system documentation, including user guides, SOPs,
and operational procedures.

« Completion of role-specific training for SADC Secretariat personnel
and Member State focal points.

« Handover of system configurations and administrative materials
required for ongoing operation.

« Final Project Report confirming readiness for Go-Live and formal

acceptance by the Contracting Authority.
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10% — After Six (6) Months of Support and Maintenance

Payment shall be made following satisfactory delivery of ongoing support

services, including:

« Administrative and technical support for the Secure Communication
System.

o Security updates, system hardening support, and configuration
adjustments.

« Assistance with operational issues, logging, and system performance
monitoring.

o Troubleshooting of secure communication and data transfer

processes.

10% — Upon Completion of the Support and Maintenance Period
Final payment shall be made upon:

« Completion of the agreed support and maintenance period.

« Provision of second-tier technical support to SADC ICT personnel,
where required.

o Submission and acceptance of a Support Completion Report
confirming system stability and secure operational continuity.

23. MONITORING AND EVALUATION

Monitoring shall be based on indicators aligned with the scope and
deliverables of the Secure Communication System, with emphasis on system
reliability, security, and operational performance. Key monitoring areas shall
include system availability, integrity of encrypted communications,
effectiveness of access controls, audit logging, and responsiveness to

operational or security incidents.
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Evaluation shall assess compliance with SADC information security policies,
approved operational procedures, and governance requirements for secure
communication. Periodic reviews shall verify that the system continues to
meet operational needs, supports secure and trusted communication among
Member States, and maintains SADC’s centrally governed communication

model.

24. BUDGET

The total project budget, including licensing and support fees, will be financed under
the SADC Secretariat’'s RCTC Unit budget provisions. The estimated cost of the
project is One Hundred and Twenty Thousand Dollars Only (USD 120,000.00).
This budget is expected to cover all system implementation costs, including initial
configuration, initial and follow-up training, as well as one-year support and
maintenance services. Post Go-Live support and maintenance will continue for an

additional period of one (1) year.

The budget does not include the procurement of laptops for users (Member States),

as these will be acquired separately.

The Terms of Reference establishes a framework for the implementation of a secure
communication system under the primary ownership and coordination of the RCTC,
ensuring that the solution meets operational security requirements while supporting

structured collaboration with Member States and relevant SADC units.



Section 6. Standard Form of Contract 77

Section 6. Standard Form of Contract

Section 6. Standard Form of Contract

STANDARD CONTRACT FOR SERVICES

PROVISION OF A SECURE COMMUNICATION
SYSTEM FOR SADC-RCTC.

CONTRACT NUMBER: SADC/3/5/4/128

BETWEEN
SADC Secretariat (“the Contracting Authority”)
AND

(“the Contractor”)
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l. Form of Contract

The Southern African Development Community (SADC) Secretariat, having its
principal place of business at the SADC Headquarters, Plot No. 54385, Central
Business District, Private Bag 0095, Gaborone, Botswana (hereinafter referred to
as the “Procuring Entity”),

and

XXXXXXXXXXXXXXXXX with registered business at XXXXXXXXXX (hereinafter
called the “Contractor”).

WHEREAS

(a) the Contracting Authority has requested the Contractor to provide
certain services as defined in this Contract (hereinafter called the
“Services”);

(b) the Contractor, having represented to the Contracting Authority that he
has the required professional skills, and personnel and technical
resources, has agreed to provide the Services on the terms and
conditions set forth in this Contract;

NOW THEREFORE the parties hereto hereby agree as follows:

1. The following documents attached hereto shall be deemed to form an
integral part of this Contract, in order of precedence:

(@)  The Special Conditions of Contract.
(b)  The General Conditions of Contract.
(c)  The following Appendices:

Appendix A:  Terms of Reference
Appendix B:  Technical Proposal
Appendix C:  Financial Proposal

2. The mutual rights and obligations of the Contracting Authority and the
Contractor shall be as set forth in the Contract, in particular:

(@) the Contractors shall carry out the Services in accordance with the
provisions of the Contract; and

(b)  the Contracting Authority shall make payments to the Contractor
accordance with the provisions of the Contract.
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IN WITNESS WHEREOF, the Parties hereto have caused this Contract to be
signed in their respective names as of the day and year first above written.

For and on behalf of SADC Secretariat

For the Procuring Entity

Name:

Position:

Place: Gaborone

Signature:

Date

For and on behalf of the Consultancy Firm

For the Contractor

Name:

Position:

Place:

Signature:

Date:
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Il. General Conditions of Contract

1. GENERAL PROVISIONS

1.1 Definitions Unless the context otherwise requires, the following terms
whenever used in this Contract have the following
meanings:

(@) “Applicable Law” means the laws and any other
instruments having the force of law in the Contracting
Authority’s country, or in such other country as may be
specified in the Special Conditions of Contract (SC),
as they may be issued and in force from time to time.

(b) “Contracting Authority ” means legal entity named in
the SC who procures the Services described in
Appendix A hereto from the Contractor.

(c) “Contractor” means any private or public entity named
in the SC that will provide the Services to the
Contracting Authority under the Contract.

(d) “Contract” means the Contract signed by the Parties
and all the attached documents listed in its Clause 1,
that is these General Conditions (GC), the Special
Conditions (SC), and the Appendices.

(e) “Day” means calendar day.

(f) “Effective Date” means the date on which this Contract
comes into force and effect pursuant to Clause GC 2.1.

(h) “GC” means these General Conditions of Contract.

(k) “Member” means any of the entities that make up the
joint venture/consortium/association; and “Members”
means all these entities.

() “Party” means the Contracting Authority or the
Contractor, as the case may be, and “Parties” means
both of them.

(m) “Personnel” means professionals and support staff
provided by the Contractors or by any Sub-Contractors
and assigned to perform the Services or any part
thereof; “Foreign Personnel” means such professionals
and support staff who at the time of being so provided
had their domicile outside the Contracting Authority’s
country; “Local Personnel” means such professionals
and support staff who at the time of being so provided
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1.2

1.3

1.4

1.5

1.6

Relationship
Between the
Parties

Law Governing
Contract

Language

Headings

Notices

had their domicile inside the Contracting Authority’s
country; and “Key Personnel” means the Personnel
referred to in Clause GC 4.2(a).

(n) “Reimbursable expenses” means all assignment-
related costs other than Contractor’'s remuneration.

(0) “SC” means the Special Conditions of Contract by
which the GC may be amended or supplemented.

(p) “Services” means the work to be performed by the
Contractor pursuant to this Contract, as described in
Appendix A hereto.

(q) “Sub-Contractors” means any person or entity to
whom/which the Contractor subcontracts any part of
the Services.

(r) “Third Party” means any person or entity other than the
Contracting Authority, the Contracting Authority, the
Contractor or a Sub-Contractor.

(s) “In writing” means communicated in written form with
proof of receipt.

Nothing contained herein shall be construed as establishing
a relationship of master and servant or of principal and agent
as between the Contracting Authority and the Contractor.
The Contractor, subject to this Contract, has complete
charge of Personnel and Sub-Contractors, if any, performing
the Services and shall be fully responsible for the Services
performed by them or on their behalf hereunder.

This Contract, its meaning and interpretation, and the
relation between the Parties shall be governed by the
Applicable Law.

This Contract has been executed in the English language
which shall be the binding and controlling language for all
matters relating to the meaning or interpretation of this
Contract.

The headings shall not limit, alter or affect the meaning of
this Contract.

1.6.1 Any notice, request or consent required or permitted
to be given or made pursuant to this Contract shall be
in writing. Any such notice, request or consent shall
be deemed to have been given or made when
delivered in person to an authorized representative of
the Party to whom the communication is addressed,
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1.7 Location

1.8 Authority of
Member in
Charge

1.9 Authorized
Representatives

1.10 Taxes and
Duties

1.11 Fraud and
Corruption

or when sent to such Party at the address specified
in the SC.

1.6.2 A Party may change its address for notice hereunder
by giving the other Party notice in writing of such
change to the address specified in the SC.

The Services shall be performed at such locations as are
specified in Appendix A hereto and, where the location of a
particular task is not so specified, at such locations, whether
in the Contracting Authority’s country or elsewhere, as the
Contracting Authority may approve.

In case the Contractor consists of a joint
venture/consortium/ association of more than one entity, the
Members hereby authorize the entity specified in the SC
to act on their behalf in exercising all the Contractor’s rights
and obligations towards the Contracting Authority under this
Contract, including without limitation the receiving of
instructions and payments from the Contracting Authority.

1.9.1. Any action required or permitted to be taken, and any
document required or permitted to be executed under
this Contract by the Contracting Authority or the
Contractor may be taken or executed by the officials
specified in the SC.

1.9.2. The Contracting Authority’s authorized
representative shall be called Task Manager. The
Task Manager may exercise the authority attributable
to him/her in the as specified in the SC.

1.9.3. The Task Manager shall have no authority to amend
the Contract.

1.9.4. The Contractor authorized representative shall be
called Project Director and his/her may exercise the
authority attributable to him/her in the as specified in
the SC.

1.9.5. The either Party shall promptly inform the other of any
change of their authorized representative of any
change to the authority attributed to their authorized
representative.

The Contractor, Sub-Contractors and Personnel shall pay
such indirect taxes, duties, fees and other impositions levied
under the Applicable Law as specified in the SC.

If the Contracting Authority determines that the Contractor
and/or their Sub-Contractors has engaged in corrupt,
fraudulent, collusive, coercive, or obstructive practices, in
competing for or in executing the Contract, then the
Contracting Authority may, after giving 14 days’ notice to
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1.11.1 Definitions

the Contractor, terminate the Contractor's employment
under the Contract, and the provisions of Clause 2 shall
apply as if such expulsion had been made under Sub-
Clause 2.9.1(d).

Should any personnel of the Contractor be determined to
have engaged in corrupt, fraudulent, collusive, coercive, or
obstructive practice during the execution of the Contract,
then that personnel shall be removed in accordance with
Sub-Clause 4.5.

For the purposes of this Sub-Clause, the terms set-forth
below are defined as follows:

(i)  “corrupt practice”? is the offering, giving, receiving or
soliciting, directly or indirectly, of anything of value to
influence improperly the actions of another party;

(i) “fraudulent practice” is any act or omission, including
a misrepresentation, that knowingly or recklessly
misleads, or attempts to mislead, a party to obtain a
financial or other benefit or to avoid an obligation;

(iii) “collusive practice”? is an arrangement between two
or more parties designed to achieve an improper
purpose, including to influence improperly the actions
of another party;

(iv) “coercive practice”’® is impairing or harming, or
threatening to impair or harm, directly or indirectly, any
party or the property of the party to influence
improperly the actions of a party;

(v) “obstructive practice” is

(aa) deliberately destroying, falsifying, altering or
concealing of evidence material to the
investigation or making false statements to
investigators in order to materially impede a
SADC Secretariat investigation into allegations
of a corrupt, fraudulent, coercive or collusive
practice; and/or threatening, harassing or

11

“Another party” refers to a public official acting in relation to the selection process or contract
execution. In this context, “public official” includes SADC Secretariat staff and employees of other
organizations taking or reviewing procurement decisions.

A “party” refers to a public official; the terms “benefit” and “obligation” relate to the selection process
or contract execution; and the “act or omission” is intended to influence the selection process or

contract execution.

“Parties” refers to participants in the selection process (including public officials) attempting to
establish bid prices at artificial, non competitive levels.

A “party” refers to a participant in the selection process or contract execution.
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1.11.2 Commis-
sions and
Fees

intimidating any party to prevent it from
disclosing its knowledge of matters relevant to
the investigation or from pursuing the
investigation; or

(bb) acts intended to materially impede the exercise
of the SADC Secretariat’s inspection and audit
rights provided for under Clause 3.6.

The Contracting Authority will require the successful
Contractors to disclose any commissions or fees that may
have been paid or are to be paid to agents, representatives,
or commission agents with respect to the selection process
or execution of the contract. The information disclosed
must include at least the name and address of the agent,
representative, or commission agent, the amount and
currency, and the purpose of the commission or fee.

2. COMMENCEMENT, COMPLETION, MODIFICATION AND TERMINATION OF CONTRACT

2.1 Effectiveness of This Contract shall come into force and effect on the date (the

2.2

2.3

24

2.5

2.6

Contract

Termination of
Contract for
Failure to
Become
Effective

Commencement
of Services

Expiration of
Contract

Entire
Agreement

Modifications ,
or Variations

“Effective Date”) of the Contracting Authority’s notice to the
Contractor instructing the Contractor to begin carrying out the
Services. This notice shall confirm that the effectiveness
conditions, if any, listed in the SC have been met.

If this Contract has not become effective within such time
period after the date of the Contract signed by the Parties as
specified in the SC, either Party may, by not less than twenty
one (21) days written notice to the other Party, declare this
Contract to be null and void, and in the event of such a
declaration by either Party, neither Party shall have any claim
against the other Party with respect hereto.

The Contractor shall begin carrying out the Services not later
than the number of days after the Effective Date specified in
the SC.

Unless terminated earlier pursuant to Clause GC 2.9 hereof,
this Contract shall expire at the end of such time period after
the Effective Date as specified in the SC.

This Contract contains all covenants, stipulations and
provisions agreed by the Parties. No agent or representative
of either Party has authority to make, and the Parties shall not
be bound by or be liable for, any statement, representation,
promise or agreement not set forth herein.

2.6.1. Any modification or variation of the terms and conditions
of this Contract, including any modification or variation
of the scope of the Services, may only be made by
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2.6.2.

2.6.3.

2.6.4.

written agreement between the Parties. Pursuant to
Clause GC 7.2 here of, however, each Party shall give
due consideration to any proposals for modification or
variation made by the other Party.

Substantial modifications to the contract, including
modifications of the General or Special Conditions of
the contract, changes in the scope or the duration of the
contract, to the total contract amount and replacement
of Key Experts, must be made by means of an
addendum .If the request for an amendment comes
from the Contractor, the latter must submit such a
request to the Contracting Authority at least 30 days
before the amendment is intended to enter into force,
except in cases which are duly substantiated by the
Contractor and accepted by the Contracting Authority.

However, where the amendment does not affect the
basic purpose of the contract and, for a time based
contract, the financial impact is limited to a transfer
within the remuneration or between the remuneration
and the provision for reimbursable expenses involving a
variation of less than 15% of the original amount (or as
modified by addendum) for the categories of expense
where the money was taken from, the Task Manager
shall have the power to order any variation to any part
of the services necessary for the proper implementation
of the tasks, without changing the object or scope of the
contract. Such variations may include additions,
omissions, substitutions, changes in quality, quantity,
specified sequence, method or timing of performance of
the services, changes in contact details and reporting
requirements.

Prior to any administrative order for variation, the Task

Manager shall notify the Contractor of the nature and

form of such variation. As soon as possible, after

receiving such notice, the Contractor shall submit to the

Task Manager a written proposal containing:

(a) a description of the service to be performed or the
measures to be taken and a programme for
implementation of the tasks; and

(b) any necessary modifications to the programme of
implementation of the tasks or to any of the
Contractor's obligations under the contract; and

(c) For a time based contract, any adjustment to the
contract value in accordance with the following
principles:
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(1) where the task is of similar character and
executed under similar conditions to an item
priced in the budget breakdown the equivalent
numbers of working days shall be valued at
the fee rates contained therein;

(2) where the task is not of a similar character or
is not executed under similar conditions, the
fee rates in the contract shall be applied to the
estimated numbers of working days so far as
is reasonable, failing which, a fair estimation
shall be made by the Task Manager;

(3) where a variation is necessitated by a default
or breach of contract by the Contractor, any
additional cost attributable to such variation
shall be borne by the Contractor.

2.6.5. Following the receipt of the Contractor's proposal, the
Task Manager shall decide as soon as possible whether
or not the variation shall be carried out. If the Task
Manager decides that the variation shall be carried out
he/she shall issue the administrative order stating that
the variation shall be carried out under the conditions
given in the Contractor's proposal or as modified by the
Task Manager in accordance with pursuant to Clause
GC 2.6.4.

2.6.6. On receipt of the administrative order requesting the
variation, the Contractor shall proceed to carry out the
variation and be bound by these General Conditions in
so doing as if such variation were stated in the contract.

2.6.7. No amendment shall be made retroactively except in
cases which are duly substantiated by the Contractor
and accepted by the Contracting Authority.

2.6.8. Any change to the contract which has not been made in
the form of an administrative order or an addendum or
in accordance with this Clause shall be considered null
and void.

2.7 Force Majeure

2.7.1 Definition (a) Forthe purposes of this Contract, “Force Majeure” means
an event which is beyond the reasonable control of a
Party, is not foreseeable, is unavoidable, and which
makes a Party’s performance of its obligations hereunder
impossible or so impractical as reasonably to be
considered impossible in the circumstances, and
includes, but is not limited to, war, riots, civil disorder,
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2.7.2 No Breach
of Contract

2.7.3 Measures
to be Taken

(b)

(c)

earthquake, fire, explosion, storm, flood or other adverse
weather conditions, strikes, lockouts or other industrial
action (except where such strikes, lockouts or other
industrial action are within the power of the Party invoking
Force Majeure to prevent), confiscation or any other
action by Contracting Authority agencies.

Force Majeure shall not include (i) any event which is
caused by the negligence or intentional action of a Party
or such Party’s Sub-Contractors or agents or employees,
nor (ii) any event which a diligent Party could reasonably
have been expected both to take into account at the time
of the conclusion of this Contract, and avoid or overcome
in the carrying out of its obligations hereunder.

Force Majeure shall not include insufficiency of funds or
failure to make any payment required hereunder.

The failure of a Party to fullfil any of its obligations hereunder
shall not be considered to be a breach of, or default under, this
Contract insofar as such inability arises from an event of Force
Majeure, provided that the Party affected by such an event has
taken all reasonable precautions, due care and reasonable
alternative measures, all with the objective of carrying out the
terms and conditions of this Contract.

(a)

(b)

(c)

(d)

A Party affected by an event of Force Majeure shall
continue to perform its obligations under the Contract as
far as is reasonably practical, and shall take all reasonable
measures to minimize the consequences of any event of
Force Majeure.

A Party affected by an event of Force Majeure shall notify
the other Party of such event as soon as possible, and in
any case not later than fourteen (14) days following the
occurrence of such event, providing evidence of the
nature and cause of such event, and shall similarly give
written notice of the restoration of normal conditions as
soon as possible.

Any period within which a Party shall, pursuant to this
Contract, complete any action or task, shall be extended
for a period equal to the time during which such Party was
unable to perform such action as a result of Force
Majeure.

During the period of their inability to perform the Services
as a result of an event of Force Majeure, the Contractor,
upon instructions by the Contracting Authority, shall
either:
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2.8 Suspension

2.9 Termination

2.9.1 By the
Contracting
Authority

(i) demobilize, in which case the Contractor shall be
reimbursed for additional costs they reasonably and
necessarily incurred, and, if required by the
Contracting Authority, in reactivating the Services;
or

(i) continue with the Services to the extent possible, in
which case the Contractor shall continue to be paid
under the terms of this Contract and be reimbursed
for additional costs reasonably and necessarily
incurred.

(e) Inthe case of disagreement between the Parties as to the
existence or extent of Force Majeure, the matter shall be
settled according to Clause GC 8.

The Contracting Authority may, by written notice of suspension
to the Contractor, suspend all payments to the Contractor
hereunder if the Contractor fails to perform any of its
obligations under this Contract, including the carrying out of
the Services, provided that such notice of suspension (i) shall
specify the nature of the failure, and (ii) shall request the
Contractor to remedy such failure within a period not
exceeding thirty (30) days after receipt by the Contractor of
such notice of suspension.

The Contracting Authority may terminate this Contract in case
of the occurrence of any of the events specified in paragraphs
(a) through (g) of this Clause GC 2.9.1. In such an occurrence
the Contracting Authority shall give a not less than thirty (30)
days’ written notice of termination to the Contractors, and sixty
(60) days’ in case of the event referred to in ().

(@) If the Contractor fails to remedy a failure in the
performance of its obligations hereunder, as specified in
a notice of suspension pursuant to Clause GC 2.8
hereinabove, within thirty (30) days of receipt of such
notice of suspension or within such further period as the
Contracting Authority may have subsequently approved in
writing.

(b) If the Contractor becomes (or, if the Contractor consists of
more than one entity, if any of its Members becomes)
insolvent or bankrupt or enter into any agreements with
their creditors for relief of debt or take advantage of any
law for the benefit of debtors or go into liquidation or
receivership whether compulsory or voluntary.
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2.9.2 By the
Contractor

(c)

(d)

(e)

(f)

(9)

If the Contractor fails to comply with any final decision
reached as a result of arbitration proceedings pursuant to
Clause GC 8 hereof.

If the Contractor, in the judgment of the Contracting
Authority, has engaged in corrupt or fraudulent practices
in competing for or in executing this Contract.

If the Contractor submits to the Contracting Authority a
false statement which has a material effect on the rights,
obligations or interests of the Contracting Authority.

If, as the result of Force Majeure, the Contractor is unable
to perform a material portion of the Services for a period
of not less than sixty (60) days.

If the Contracting Authority, in its sole discretion and for
any reason whatsoever, decides to terminate this
Contract.

The Contractor may terminate this Contract, by not less than
thirty (30) days’ written notice to the Contracting Authority, in
case of the occurrence of any of the events specified in
paragraphs (a) through (d) of this Clause GC 2.9.2.

(a)

(b)

(c)

(d)

If the Contracting Authority fails to pay any money due to
the Contractor pursuant to this Contract and not subject to
dispute pursuant to Clause GC 8 hereof within forty-five
(45) days after receiving written notice from the Contractor
that such payment is overdue.

If, as the result of Force Majeure, the Contractor is unable
to perform a material portion of the Services for a period
of not less than sixty (60) days.

If the Contracting Authority fails to comply with any final
decision reached as a result of arbitration pursuant to
Clause GC 8 hereof.

If the Contracting Authority is in material breach of its
obligations pursuant to this Contract and has not
remedied the same within forty-five (45) days (or such
longer period as the Contractor may have subsequently
approved in writing) following the receipt by the
Contracting Authority of the Contractor’s notice specifying
such breach.
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2.9.6
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about
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Upon termination of this Contract pursuant to Clauses GC 2.2
or GC 2.9 hereof, or upon expiration of this Contract pursuant
to Clause GC 2.4 hereof, all rights and obligations of the Parties
hereunder shall cease, except (i) such rights and obligations as
may have accrued on the date of termination or expiration, (ii)
the obligation of confidentiality set forth in Clause GC 3.3
hereof, (iii) the Contractor’s obligation to permit inspection,
copying and auditing of their accounts and records set forth in
Clause GC 3.6 hereof, and (iv) any right which a Party may
have under the Applicable Law.

Upon termination of this Contract by notice of either Party to
the other pursuant to Clauses GC 2.9.1 or GC 2.9.2 hereof, the
Contractor shall, immediately upon dispatch or receipt of such
notice, take all necessary steps to bring the Services to a close
in a prompt and orderly manner and shall make every
reasonable effort to keep expenditures for this purpose to a
minimum.  With respect to documents prepared by the
Contractor and equipment and materials furnished by the
Contracting Authority, the Contractor shall proceed as
provided, respectively, by Clauses GC 3.9 or GC 3.10 hereof.

Upon termination of this Contract pursuant to Clauses GC 2.9.1
or GC 2.9.2 hereof, the Contracting Authority shall make the
following payments to the Contractor:

(@) remuneration pursuant to Clause GC 6 hereof for Services
satisfactorily performed prior to the effective date of
termination, and reimbursable expenditures pursuant to
Clause GC 6 hereof for expenditures actually incurred
prior to the effective date of termination; and

(b) exceptin the case of termination pursuant to paragraphs
(a) through (e) of Clause GC 2.9.1 hereof, reimbursement
of any reasonable cost incidental to the prompt and
orderly termination of this Contract including the cost of
the return travel of the Personnel and their eligible
dependents.

If either Party disputes whether an event specified in
paragraphs (a) through (f) of Clause GC 2.9.1 or in Clause GC
2.9.2 hereof has occurred, such Party may, within forty-five (45)
days after receipt of notice of termination from the other Party,
refer the matter to Clause GC 8 hereof, and this Contract shall
not be terminated on account of such event except in
accordance with the terms of any resulting arbitral award.
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3. OBLIGATIONS OF THE CONTRACTOR

The Contractor shall perform the Services and carry out their
obligations hereunder with all due diligence, efficiency and
economy, in accordance with generally accepted professional
standards and practices, and shall observe sound management
practices, and employ appropriate technology and safe and
effective equipment, machinery, materials and methods. The
Contractor shall always act, in respect of any matter relating to
this Contract or to the Services, as faithful adviser to the
Contracting Authority, and shall at all times support and
safeguard the Contracting Authority’s legitimate interests in any
dealings with Sub-Contractors or Third Parties.

The Contractor shall perform the Services in accordance with
the Applicable Law and shall take all practicable steps to ensure
that any Sub-Contractors, as well as the Personnel of the
Contractor and any Sub-Contractors, comply with the Applicable
Law. The Contracting Authority shall notify the Contractor in
writing of relevant local customs, and the Contractor shall, after
such notification, respect such customs.

The Contractor shall hold the Contracting Authority’s interests
paramount, without any consideration for future work, and strictly
avoid conflict with other assignments or their own corporate
interests.

(@) The payment of the Contractor pursuant to Clause GC 6
hereof shall constitute the Contractor’'s only payment in
connection with this Contract and, subject to Clause GC
3.2.2 hereof, the Contractor shall not accept for its own
benefit any trade commission, discount or similar payment
in connection with activities pursuant to this Contract or in
the discharge of its obligations hereunder, and the
Contractor shall use its best efforts to ensure that any Sub-
Contractors, as well as the Personnel and agents of either
of them, similarly shall not receive any such additional
payment.

(b) Furthermore, if the Contractor, as part of the Services, has
the responsibility of advising the Contracting Authority on
the procurement of goods, works or services, the
Contractor shall comply with the Bank’s applicable
procurement guidelines, and shall at all times exercise such
responsibility in the best interest of the Contracting
Authority. Any discounts or commissions obtained by the
Contractor in the exercise of such procurement
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responsibility shall be for the account of the Contracting
Authority.

The Contractor agrees that, during the term of this Contract and
after its termination, the Contractor and any entity affiliated with
the Contractor, as well as any Sub-Contractors and any entity
affiliated with such Sub-Contractors, shall be disqualified from
providing goods, works or services (other than consulting
services) resulting from or directly related to the Contractor’s
Services for the preparation or implementation of the project.

The Contractor shall not engage, and shall cause their
Personnel as well as their Sub-Contractors and their Personnel
not to engage, either directly or indirectly, in any business or
professional activities that would conflict with the activities
assigned to them under this Contract.

Except with the prior written consent of the Contracting
Authority, the Contractor and the Personnel shall not at any time
communicate to any person or entity any confidential
information acquired in the course of the Services, nor shall the
Contractor and the Personnel make public the
recommendations formulated in the course of, or as a result of,
the Services.

Subject to additional provisions, if any, set forth in the SC, the
Contractors’ liability under this Contract shall be provided by the
Applicable Law.

The Contractor (i) shall take out and maintain, and shall cause
any Sub-Contractors to take out and maintain, at their (or the
Sub-Contractors’, as the case may be) own cost but on terms
and conditions approved by the Contracting Authority,
insurance against the risks, and for the coverages specified in
the SC, and (ii) at the Contracting Authority’s request, shall
provide evidence to the Contracting Authority showing that such
insurance has been taken out and maintained and that the
current premiums therefore have been paid.

The Contractor shall permit the SADC Secretariat and/or
persons appointed by the SADC Secretariat to inspect its
accounts and records as well as those of its Sub-Contractors
relating to the performance of the Contract, and to have such
accounts and records audited by auditors appointed by the
SADC Secretariat if required by the SADC Secretariat. The
Contractor’s attention is drawn to Clause 1.11.1 which provides,
inter alia, that acts intended to materially impede the exercise
of the SADC Secretariat’s inspection and audit rights provided
for under Clause 3.6 constitute a prohibited practice subject to
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contract termination (as well as to a determination of ineligibility
under the Contractor Guidelines).

The Contractor shall obtain the Contracting Authority’s prior
approval in writing before taking any of the following actions:

(@) Any change or addition to the Personnel listed in Appendix
B.

(b) Subcontracts: the Contractor may subcontract work
relating to the Services to an extent and with such experts
and entities as may be approved in advance by the
Contracting Authority. Notwithstanding such approval, the
Contractor shall retain full responsibility for the Services. In
the event that any Sub-Contractors are found by the
Contracting Authority to be incompetent or incapable in
discharging assigned duties, the Contracting Authority may
request the Contractor to provide a replacement, with
qualifications and experience acceptable to the Contracting
Authority, or to resume the performance of the Services
itself.

(c) Any other action that may be specified in the SC.

The Contractor shall submit to the Contracting Authority the
reports and documents specified in Appendix A hereto, in the
form, in the numbers and within the time periods set forth in the
said Appendix. Final reports shall be delivered in CD ROM in
addition to the hard copies specified in said Appendix.

All plans, drawings, specifications, designs, reports, other
documents and software prepared by the Contractor for the
Contracting Authority under this Contract shall become and
remain the property of the Contracting Authority, and the
Contractor shall, not later than upon termination or expiration of
this Contract, deliver all such documents to the Contracting
Authority, together with a detailed inventory thereof. The
Contractor may retain a copy of such documents and software,
and use such software for their own use with prior written
approval of the Contracting Authority. If license agreements are
necessary or appropriate between the Contractor and third
parties for purposes of development of any such computer
programs, the Contractor shall obtain the Contracting Authority’s
prior written approval to such agreements, and the Contracting
Authority shall be entitled at its discretion to require recovering
the expenses related to the development of the program(s)
concerned. Other restrictions about the future use of these
documents and software, if any, shall be specified in the SC.
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Equipment, vehicles and materials made available to the
Contractor by the Contracting Authority, or purchased by the
Contractor wholly or partly with funds provided by the
Contracting Authority, shall be the property of the Contracting
Authority and shall be marked accordingly. Upon termination
or expiration of this Contract, the Contractor shall make
available to the Contracting Authority an inventory of such
equipment, vehicles and materials and shall dispose of such
equipment and materials in accordance with the Contracting
Authority’s instructions. While in possession of such
equipment, vehicles and materials, the Contractor, unless
otherwise instructed by the Contracting Authority in writing,
shall insure them at the expense of the Contracting Authority in
an amount equal to their full replacement value.

Equipment or materials brought into the Contracting Authority’s
country by the Contractor and the Personnel and used either for
the Project or personal use shall remain the property of the
Contractor or the Personnel concerned, as applicable.

3.12.1 The Contractor shall indemnify or hold harmless, the
Contracting Authority, from and against all loss, costs, harm,
claims, fines, group actions, liabilities, damages, expenses
(including legal fees) suffered or incurred by the Contracting
Authority or for which the Contracting Authority may become
liable due to any failure by the Contractor or its personnel to
lawfully process Personal Data under the Contract.

3.12.2 The aggregate liability of the Contractor in respect of the
indemnity set out in Paragraph 3.12.1 above shall in no event
exceed the total Contract Price.

3.12.3 The Contractor shall adhere to data protection
requirements as set forth in the SCC.

4. CONTRACTORS’ PERSONNEL AND SUB-CONTRACTORS

4.1 General

4.2 Description of
Personnel

The Contractor shall employ and provide such qualified and
experienced Personnel and Sub-Contractors as are required
to carry out the Services.

(@) The title, agreed job description, minimum qualification
and estimated period of engagement in the carrying out
of the Services of each of the Contractor’s Key Personnel
are described in Appendix B. If any of the Key Personnel
has already been approved by the Contracting Authority,
his/her name is listed as well.

(b) If required to comply with the provisions of Clause GC
3.1.1 hereof, adjustments with respect to the estimated
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4.3 Approval of
Personnel

4.4 Working Hours,
Overtime, Leave,
etc.

periods of engagement of Key Personnel set forth in
Appendix B may be made by the Contractor by written
notice to the Contracting Authority, provided (i) that such
adjustments shall not alter the originally estimated period
of engagement of any individual by more than 10% or one
week, whichever is larger, and (ii) that the aggregate of
such adjustments shall not cause payments under this
Contract to exceed the ceilings set forth in Clause GC
6.1(b) of this Contract. Any other such adjustments shall
only be made with the Contracting Authority’s written
approval.

(c) If additional work is required beyond the scope of the
Services specified in Appendix A, the estimated periods
of engagement of Key Personnel set forth in Appendix B
may be increased by agreement in writing between the
Contracting Authority and the Contractor. In case where
payments under this Contract exceed the ceilings set
forth in Clause GC 6.1(b) of this Contract, this will be
explicitly mentioned in the agreement.

The Key Personnel and Sub-Contractors listed by title as well
as by name in Appendix B are hereby approved by the
Contracting Authority. In respect of other Personnel which the
Contractor proposes to use in the carrying out of the Services,
the Contractor shall submit to the Contracting Authority for
review and approval a copy of their Curricula Vitae (CVs). If
the Contracting Authority does not object in writing (stating the
reasons for the objection) within twenty-one (21) days from the
date of receipt of such CVs, such Personnel shall be deemed
to have been approved by the Contracting Authority.

(@) Working hours and holidays for Key Personnel are set
forth in Appendix B hereto. To account for travel time,
Foreign Personnel carrying out Services inside the
Contracting Authority’s country shall be deemed to have
commenced, or finished work in respect of the Services
such number of days before their arrival in, or after their
departure from the Contracting Authority’s country as is
specified in Appendix B hereto.

(b) The Key Personnel shall not be entitled to be paid for
overtime nor to take paid sick leave or vacation leave
except as specified in Appendix B hereto, and except as
specified in  such Appendix, the Contractor’s
remuneration shall be deemed to cover these items. All
leave to be allowed to the Personnel is included in the
staff-months of service set forth in Appendix B. Any
taking of leave by Personnel shall be subject to the prior
approval by the Contractor who shall ensure that absence
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4.5 Removal and/or
Replacement of
Personnel

4.6 Resident Project
Director

(a)

(b)

(c)

for leave purposes will not delay the progress and
adequate supervision of the Services.

Except as the Contracting Authority may otherwise agree,
no changes shall be made in the Personnel. If, for any
reason beyond the reasonable control of the Contractor,
such as retirement, death, medical incapacity, among
others, it becomes necessary to replace any of the
Personnel, the Contractor shall forthwith provide as a
replacement a person of equivalent or Dbetter
qualifications.

If the Contracting Authority (i) finds that any of the
Personnel has committed serious misconduct or has
been charged with having committed a criminal action, or
(i) has reasonable cause to be dissatisfied with the
performance of any of the Personnel, then the Contractor
shall, at the Contracting Authority’s written request
specifying the grounds therefore, forthwith provide as a
replacement a person with qualifications and experience
acceptable to the Contracting Authority.

Any of the Personnel provided as a replacement under
Clauses (a) and (b) above, as well as any reimbursable
expenditures (including expenditures due to the number
of eligible dependents) the Contractors may wish to claim
as a result of such replacement, shall be subject to the
prior written approval by the Contracting Authority. The
rate of remuneration applicable to a replacement person
will be obtained by multiplying the rate of remuneration
applicable to the replaced person by the ratio between the
monthly salary to be effectively paid to the replacement
person and the average salary effectively paid to the
replaced person in the period of six months prior to the
date of replacement. Except as the Contracting Authority
may otherwise agree, (i) the Contractor shall bear all
additional travel and other costs arising out of or
incidental to any removal and/or replacement, and (ii) the
remuneration to be paid for any of the Personnel provided
as a replacement shall not exceed the remuneration
which would have been payable to the Personnel
replaced.

If required by the SC, the Contractor shall ensure that at all
times during the Contractor’s performance of the Services in
the Contracting Authority’s country a resident Project Director,
acceptable to the Contracting Authority, shall take charge of
the performance of such Services.
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5. OBLIGATIONS OF THE CONTRACTING AUTHORITY

5.1 Assistance and Unless otherwise specified in the SC, the Contracting
Authority shall use its best efforts to ensure that the Contracting
Authority shall:

Exemptions

5.2 Access to Land

(@)

(9)

Provide the Contractor, Sub-Contractors and Personnel
with work permits and such other documents as shall be
necessary to enable the Contractor, Sub-Contractors or
Personnel to perform the Services.

Arrange for the Personnel and, if appropriate, their eligible
dependents to be provided promptly with all necessary
entry and exit visas, residence permits, exchange permits
and any other documents required for their stay in the
Contracting Authority’s country.

Facilitate prompt clearance through customs of any
property required for the Services and of the personal
effects of the Personnel and their eligible dependents.

Issue to officials, agents and representatives of the
Contracting Authority all such instructions as may be
necessary or appropriate for the prompt and effective
implementation of the Services.

Exempt the Contractor and the Personnel and any Sub-
Contractors employed by the Contractor for the Services
from any requirement to register or obtain any permit to
practice their profession or to establish themselves either
individually or as a corporate entity according to the
Applicable Law.

Grant to the Contractor, any Sub-Contractors and the
Personnel of either of them the privilege, pursuant to the
Applicable Law, of bringing into the Contracting
Authority’s country reasonable amounts of foreign
currency for the purposes of the Services or for the
personal use of the Personnel and their dependents and
of withdrawing any such amounts as may be earned
therein by the Personnel in the execution of the Services.

Provide to the Contractor, Sub-Contractors and
Personnel any such other assistance as may be
specified in the SC.

The Contracting Authority warrants that the Contractor shall
have, free of charge, unimpeded access to all land in the
Contracting Authority’s country in respect of which access is
required for the performance of the Services. The Contracting
Authority will be responsible for any damage to such land or
any property thereon resulting from such access and will
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5.5 Payment
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indemnify the Contractor and each of the Personnel in respect
of liability for any such damage, unless such damage is caused
by the default or negligence of the Contractor or any Sub-
Contractors or the Personnel of either of them.

If, after the date of this Contract, there is any change in the
Applicable Law with respect to taxes and duties which
increases or decreases the cost incurred by the Contractor in
performing the Services, then the remuneration and
reimbursable expenses otherwise payable to the Contractor
under this Contract shall be increased or decreased
accordingly by agreement between the Parties hereto, and
corresponding adjustments shall be made to the ceiling
amounts specified in Clause GC 6.1(b).

(@) The Contracting Authority shall make available to the
Contractor and the Personnel, for the purposes of the
Services and free of any charge, the services, facilities
and property described in Appendix A at the times and in
the manner specified in said Appendix A.

(b) In case that such services, facilities and property shall not
be made available to the Contractor as and when
specified in Appendix A, the Parties shall agree on (i) any
time extension that it may be appropriate to grant to the
Contractor for the performance of the Services, (ii) the
manner in which the Contractor shall procure any such
services, facilities and property from other sources, and
(iii) the additional payments, if any, to be made to the
Contractor as a result thereof pursuant to Clause GC
6.1(c) hereinafter.

In consideration of the Services performed by the Contractor
under this Contract, the Contracting Authority shall make to the
Contractor such payments and in such manner as is provided
by Clause GC 6 of this Contract.

(@) The Contracting Authority shall make available to the
Contractor free of charge such professional and support
counterpart personnel, to be nominated by the
Contracting Authority with the Contractor’'s advice, if
specified in Appendix A.

(b) If counterpart personnel are not provided by the
Contracting Authority to the Contractor as and when
specified in Appendix A, the Contracting Authority and the
Contractor shall agree on (i) how the affected part of the
Services shall be carried out, and (ii) the additional
payments, if any, to be made by the Contracting Authority
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Ceiling Amount

6.2 Remuneration
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to the Contractor as a result thereof pursuant to Clause
GC 6.1(c) hereof.

Professional and support counterpart personnel,
excluding Contracting Authority’s liaison personnel, shall
work under the exclusive direction of the Contractor. If
any member of the counterpart personnel fails to perform
adequately any work assigned to such member by the
Contractor that is consistent with the position occupied by
such member, the Contractor may request the
replacement of such member, and the Contracting
Authority shall not unreasonably refuse to act upon such
request.

6. PAYMENTS TO THE CONTRACTOR

(@)

(b)

An estimate of the cost of the Services payable in US
Dollars is set forth in Appendix C.

Except as may be otherwise agreed under Clause GC
2.6 and subject to Clause GC 6.1(c), payments under
this Contract shall not exceed the ceiling specified in
the SC.

Notwithstanding Clause GC 6.1(b) hereof, if pursuant to
any of the Clauses GC 5.3, 5.4 or 5.6 hereof, the Parties
shall agree that additional payments shall be made to
the Contractor in order to cover any necessary
additional expenditures not envisaged in the cost
estimates referred to in Clause GC 6.1(a) above, the
ceiling or ceilings, as the case may be, set forth in
Clause GC 6.1(b) above shall be increased by the
amount or amounts, as the case may be, of any such
additional payments.

Option 1: Global Price Contracts

Subject to the ceilings specified in Clause GC 6.1(b) hereof,

the Contracting Authority shall pay to the Contractor, in
fix instalments, (i) the remuneration as set forth in SC
hereunder, and (ii) the reimbursable expenses as set
forth in Clause SC hereunder, based on the following
Schedule stated in SC.

Unless otherwise specified in the SC, the remuneration shall

be fixed for the duration of the Contract.

Option 2: Fee Based Contracts
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6.3 Currency of
Payment

6.4 Mode of Billing
and Payment

(@)

Subject to the ceilings specified in Clause GC 6.1(b)
hereof, the Contracting Authority shall pay to the
Contractor (i) remuneration as set forth in Clause GC
6.2(b) hereunder, and (ii) reimbursable expenses as set
forth in Clause GC 6.2(c) hereunder. Unless otherwise
specified in the SC, said remuneration shall be fixed
for the duration of the Contract.

Payment for the Personnel shall be determined on the
basis of time actually spent by such Personnel in the
performance of the Services after the date determined
in accordance with Clause GC 2.3 and Clause SC 2.3
(or such other date as the Parties shall agree in writing),
at the rates referred to in Appendix C to this Contract,
and subject to price adjustment, if any, specified in SC.

Reimbursable expenses actually and reasonably
incurred by the Contractor in the performance of the
Services and identified in Appendix C of this Contract,
shall not exceed the ceiling specified in SC.

The remuneration rates referred to under paragraph (b)
here above shall cover: (i) such salaries and allowances
as the Contractor shall have agreed to pay to the
Personnel as well as factors for social charges and
overhead (bonuses or other means of profit-sharing
shall not be allowed as an element of overhead), (ii) the
cost of backstopping by home office staff not included
in the Personnel listed in Appendix B, and (iii) the
Contractor’s fee.

Any rates specified for Personnel not yet appointed
shall be provisional and shall be subject to revision, with
the written approval of the Contracting Authority, once
the applicable salaries and allowances are known.

Payments for periods of less than one month shall be
calculated on an hourly basis for actual time spent in the
Contractor’'s home office and directly attributable to the
Services (one hour being equivalent to 1/176™ of a
month) and on a calendar-day basis for time spent away
from home office (one day being equivalent to 1/30t" of
a month).

All payments shall be made in US Dollars.

Billings and payments in respect of the Services shall be
made as follows:

Option 1: Global Price Contracts
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(a) All payments under this Contract shall be made to the

accounts of the Contractor specified in the SC.

(b) Within the number of days after the Effective Date

specified in the SC, the Contracting Authority shall
cause to be paid to the Contractor advance payments
as specified in the SC. When the SC indicate
advance payment, this will be due after provision by
the Contractor to the Contracting Authority of an
advance payment guarantee acceptable to the
Contracting Authority in an amount (or amounts) and
in a currency specified in the SC. Such guarantee (i)
to remain effective until the advance payment has
been fully set off, and (ii) to be in the form set forth in
Appendix D hereto, or in such other form as the
Contracting Authority shall have approved in writing.
The advance payments will be set off by the
Contracting Authority in equal instalments against the
statements for the number of months of the Services
specified in the SC until said advance payments have
been fully set off.

(c) The payments shall be done within thirty (30) days

upon receipt of the original invoice accompanied by
the supporting documents to demonstrate the
acceptance by the Contracting Authority of the
Contractor deliverable which the payment is tight
upon.

Option 2: Fee Based Contracts

(@)

(b)

All payments under this Contract shall be made to the
accounts of the Contractor specified in the SC.

Within the number of days after the Effective Date
specified in the SC, the Contracting Authority shall cause
to be paid to the Contractor advance payments as
specified in the SC. When the SC indicate advance
payment, this will be due after provision by the
Contractor to the Contracting Authority of an advance
payment guarantee acceptable to the Contracting
Authority in an amount (or amounts) and in a currency
specified in the SC. Such guarantee (i) to remain
effective until the advance payment has been fully set
off, and (ii) to be in the form set forth in Appendix D
hereto, or in such other form as the Contracting
Authority shall have approved in writing. The advance
payments will be set off by the Contracting Authority in
equal installments against the statements for the number
of months of the Services specified in the SC until said
advance payments have been fully set off.
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(c)

(e)

As soon as practicable and not later than fifteen (15)
days after the end of each calendar month during the
period of the Services, or after the end of each time
intervals otherwise indicated in the SC, the
Contractor shall submit to the Contracting Authority, in
duplicate, itemized statements, accompanied by copies
of invoices, vouchers and other appropriate supporting
materials, of the amounts payable pursuant to Clauses
GC 6.3 and GC 6.4 for such month, or any other period
indicated in the SC. Separate statements shall be
submitted in respect of amounts payable in foreign
currency and in local currency. Each statement shall
distinguish that portion of the total eligible costs which
pertains to remuneration from that portion which
pertains to reimbursable expenses.

The Contracting Authority shall pay the Contractor’s
statements within sixty (60) days after the receipt by the
Contracting Authority of such statements with
supporting documents.  Only such portion of a
statement that is not satisfactorily supported may be
withheld from payment. Should any discrepancy be
found to exist between actual payment and costs
authorized to be incurred by the Contractor, the
Contracting Authority may add or subtract the difference
from any subsequent payments. Interest at the annual
rate specified in the SC shall become payable as from
the above due date on any amount due by, but not paid
on, such due date.

The final payment under this Clause shall be made only
after the final report and a final statement, identified as
such, shall have been submitted by the Contractor and
approved as satisfactory by the Contracting Authority.
The Services shall be deemed completed and finally
accepted by the Contracting Authority and the final report
and final statement shall be deemed approved by the
Contracting Authority as satisfactory ninety (90) calendar
days after receipt of the final report and final statement by
the Contracting Authority unless the Contracting
Authority, within such ninety (90) day period, gives written
notice to the Contractor specifying in detail deficiencies in
the Services, the final report or final statement. The
Contractor shall thereupon promptly make any
necessary corrections, and thereafter the foregoing
process shall be repeated. Any amount, which the
Contracting Authority has paid or caused to be paid in
accordance with this Clause in excess of the amounts
actually payable in accordance with the provisions of
this Contract, shall be reimbursed by the Contractor to
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7.1 Good Faith

7.2 Operation of
the Contract

7.3 Non waiver

the Contracting Authority within thirty (30) days after
receipt by the Contractor of notice thereof. Any such
claim by the Contracting Authority for reimbursement
must be made within twelve (12) calendar months after
receipt by the Contracting Authority of a final report and
a final statement approved by the Contracting Authority
in accordance with the above.

(f) Payments in respect of remuneration or reimbursable
expenses, which exceed the cost estimates for these
items as set forth in Appendices D, may be charged to
the respective contingencies only if such expenditures
were approved by the Contracting Authority prior to
being incurred.

(g) With the exception of the final payment under (d) above,
payments do not constitute acceptance of the Services
nor relieve the Contractor of any obligations hereunder.

7. FAIRNESS, GooD FAITH AND NON-WAIVER

The Parties undertake to act in good faith with respect to each
other’s rights under this Contract and to adopt all reasonable
measures to ensure the realization of the objectives of this
Contract.

The Parties recognize that it is impractical in this Contract to
provide for every contingency which may arise during the life
of the Contract, and the Parties hereby agree that it is their
intention that this Contract shall operate fairly as between
them, and without detriment to the interest of either of them,
and that, if during the term of this Contract either Party
believes that this Contract is operating unfairly, the Parties will
use their best efforts to agree on such action as may be
necessary to remove the cause or causes of such unfairness,
but no failure to agree on any action pursuant to this Clause
shall give rise to a dispute subject to arbitration in accordance
with Clause GC 8 hereof.

Non waiver means that:

(a) No relaxation, forbearance, delay, or indulgence by
either party in enforcing any of the terms and conditions
of the Contract or the granting of time by either party to
the other shall prejudice, affect, or restrict the rights of
that party under the Contract, neither shall any waiver
by either party of any breach of Contract operate as
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8.1.

waiver of any subsequent or continuing breach of
Contract.

(b) Any waiver of a party’s rights, powers, or remedies
under the Contract must be in writing, dated, and signed
by an authorized representative of the party granting
such waiver, and must specify the right and the extent
to which it is being waived.

8. FINANCIAL GUARANTEE (Advance Payment
Guarantee)

Unless otherwise provided for in the Special Conditions, the
Contractor shall provide a financial guarantee for the bull
amount of the pre-financing payment. The financial guarantee
shall be in the format provided for in the contract and may be
provided in the form of a bank guarantee, a banker’s draft, a
certified cheque, a bond provided by an insurance and/or
bonding company, an irrevocable letter of credit or a cash
deposit made with the Contracting Authority. If the financial
guarantee is to be provided in the form of a bank guarantee, a
banker’s draft, a certified cheque or a bond it shall be issued
by a bank or bonding and/or insurance company approved by
the Contracting Authority. This financial guarantee shall
remain valid until it is released by the Contracting Authority as
appropriate. Where the Contractor is a public body the
obligation for a financial guarantee may be waived depending
on a risk assessment made.

The financial guarantee shall be provided on the letterhead of
the financial institution using the template provided in
Appendix D.

Should the financial guarantee cease to be valid and the
Contractor fail to re-validate it, either a deduction equal to the
amount of the pre-financing may be made by the Contracting
Authority from future payments due to the Contractor under
the contract, or the Contracting Authority shall give formal
notice to the Contractor to provide a new guarantee on the
same terms as the previous one. Should the Contractor fail to
provide a new guarantee, the Contracting Authority may
terminate the contract giving 30 days notice.

If the contract is terminated for any reason whatsoever, the
financial guarantee may be invoked forthwith in order to repay
any balance still owed to the Contracting Authority by the
Contractor, and the guarantor shall not delay payment or raise
objection for any reason whatsoever.
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9.1 Amicable
Settlement

9.2 Dispute
Resolution

For fee-based contracts, the financial guarantee shall be
released when the advance is reimbursed according to article
6.4 (option two).

For global price contracts, (i) if the contract is not divided
between different outputs that the Contracting Authority can
approve independently, or has a duration of less than two
years, the advance guarantee shall remain in force until the
final payment has been made and (ii) if the contract has a
duration of at least two years and if the budget is divided
between different outputs that the Contracting Authority can
approve independently, the guarantee shall be released when
the pre financing is reimbursed in accordance with article 6.4.

9. SETTLEMENT OF DISPUTES

If either Party objects to any action or inaction of the other
Party, the objecting Party may file a written Notice of Dispute
to the other Party providing in detail the basis of the dispute.
The Party receiving the Notice of Dispute will consider it and
respond in writing within 14 days after receipt. If that Party fails
to respond within 14 days, or the dispute cannot be amicably
settled within 14 days following the response of that Party,
Clause GC 8.2 shall apply.

Any dispute between the Parties as to matters arising pursuant
to this Contract that cannot be settled amicably according to
Clause GC 8.1 may be submitted by either Party for settlement
in accordance with the provisions specified in the SC.



Section 6. Standard Form of Contract 108

lll. Special Conditions of Contract

Number of GC Amendments of, and Supplements to, Clauses in the
Clause General Conditions of Contract
1.1(a) Applicable law is the one of Botswana.
1.1 (b) The Contracting Authority is: SADC Secretariat
1.1 (c) The Contractor is:
1.6 The addresses are:
Contracting Authority
SADC Secretariat
CBD Plot 54385
Gaborone
Botswana
Phone: +2673951863
Contractor:
Attention:
Phone:
1.8 The Member-in-charge authorized to act on behalf of the Joint
Venture / Consortium / Association is:
1.9.1 The Authorized Representatives are:
For the Contracting Authority:
The Task Manager is:
The alternate Task Managers are:
For the Contractor:
The Project Director is:
1.9.2 The Contracting Authority delegates to the Task Manager the
following authority under this Contract:
The Task manager shall be the first point of contact for
operational implementation and shall oversee operational
implementation on a day-to-day basis. The Task Manager will
approve reports submitted by the Contractor, approve
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invoices, provide technical guidance on programme
implementation.
The Alternate Task Managers shall be the point of contact for

operational implementation in the absence of the Task
Manager.

194

The Contractor delegates the Project Director the following
authority under this Contract: [list the authority of the Project]

1.10

Taxes and Duties: It is the responsibility of the Contractor to
ensure that they familiarize themselves with the relevant tax
regulations in their home country and in Botswana. The
Contractor, its sub-contractors and its personnel shall be
liable for all applicable taxes.

2.1

The effective date of this contract is the date of its signing by
the last Party.

2.3

Commencement of services is expected to start within 10
days of the effective date of the contract.

2.4

The duration of the contract is 15 months

3.4

3.4 Limitation of the Contractors’ Liability towards the
Contracting Authority

(@) Except in case of gross negligence or willful
misconduct on the part of the Contractors or on the
part of any person or firm acting on behalf of the
Contractors in carrying out the Services, the
Contractors, with respect to damage caused by the
Contractors to the Contracting Authority’s property,
shall not be liable to the Contracting Authority:

(i) for any indirect or consequential loss or
damage; and

(i) for any direct loss or damage that exceeds by 2
times the total value of the Contract.

(b) This limitation of liability shall not affect the
Contractors’ liability, if any, for damage to Third
Parties caused by the Contractors or any person or
firm acting on behalf of the Contractors in carrying
out the Services.

3.5

The risks and the coverage shall be as follows:
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(a)

(b)

(c)

(d)

(e)

Third Party motor vehicle liability insurance in respect of
motor vehicles operated in the Contracting Authority’s
country by the Contractor or its Personnel or any Sub-
Contractors or their Personnel, with a minimum coverage
of US$5,000

Third Party liability insurance, with a minimum coverage
of US$5,000;

professional liability insurance, with a minimum coverage
of US$50,000

employer’s liability and workers’ compensation insurance
in respect of the Personnel of the Contractor and of any
Sub-Contractors, in accordance with the relevant
provisions of the Applicable Law, as well as, with respect
to such Personnel, any such life, health, accident, travel
or other insurance as may be appropriate; and

insurance against loss of or damage to (i) equipment
purchased in whole or in part with funds provided under
this Contract, (ii) the Contractor’s property used in the
performance of the Services, and (iii) any documents
prepared by the Contractor in the performance of the
Services.

3.9

The Contractor shall not use these documents and software
for purposes unrelated to this Contract without the prior written
approval of the SADC Secretariat.

5.1 (a) (b) (c)
(e) (f)

GCC 5.1(a) (b) (c) (e) (f) is replaced by “The Contracting
Authority shall use its best efforts to assist the Contractor to
obtain, where necessary, from the responsible Government
Authority in Contracting Authority’s country the required
permits or approvals.
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3.12.3

3.12.3Processing of Personal Data

3.12.3.1 For the avoidance of doubt, references to the term
Personal Data shall only apply to Personal Data processed in
the course of the performance of the obligations imposed on
the Contractor pursuant to or under the Contract.

3.12.3.2 The Contractor shall:

(a) process Personal Data provided by the Contracting
Authority for fulfilling specific obligations and instructions
from the Contracting Authority as set out in the Contract.

(b) comply with all Applicable Data Protection Law when
Processing Personal Data.

(¢) not utilize Personal Data transferred to it by the
Contracting Authority for any other purpose than provided
in the Contract.

(d) keep the Personal Data confidential and not disclose it to
third parties or in any other way use the Personal Data in
contravention of the provisions of the Contract; and

(e) ensure that any of its personnel, agent, or sub-contractor
who may have access to the Personal Data, commit
themselves to confidentiality of the Personal Data
processed under the Contract unless they are under an
appropriate statutory obligation of confidentiality.

3.12.3.3Data Subject Rights

3.12.3.31 The Contractor shall assist the Contracting
Authority by implementing appropriate technical and
organisational measures for the fulfilment of the Contracting
Authority’s obligations to respond to requests by Data
Subijects in respect of Personal Data.

3.12.3.3.2 The Contractor shall:

(a) promptly notify the Contracting Authority if it receives a
request from a Data Subject in respect of the Personal
Data.

(b) ensure that it does not respond to any request except on
the documented instructions of the Contracting Authority.

(c) promptly notify the Contracting Authority if it receives any
communication from any Supervisory or Regulatory
Authority in connection with the Personal Data; and

(d) promptly notify the Contracting Authority if it receives a
request from any third party for disclosure of Personal
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Data where compliance with such request is required or
purported to be required by law.

3.12.3.3.4Transfer of Personal Data

3.12.3.3.4.1The Contractor shall not transfer or authorise the
transfer of Personal Data outside the country of the
Contracting Authority without prior written authorisation of the
Contracting Authority.

3.12.3.3.4.2Subject to clause SC 3.12.3.3.4.1 above,
Personal Data may only be transferred to a jurisdiction or
international organisation that ensures adequate level of
protection. If Personal Data processed under the Contract is
transferred outside of the country of the Contracting Authority,
the Contractor as Data Processor shall ensure that there are
appropriate safeguards to protect the Personal Data.

3.12.3.3.4.3The Contractor shall ensure the following before
transferring Personal Data:

(a) the party receiving the Personal Data will apply a
protection level equivalent to or higher than the
measures set out in the Applicable Data Protection
Laws.

(b) the party receiving the Personal Data has appropriate
safeguards if the third country does not provide
adequate level of protection.

(c) processing of Personal Data by the party receiving it is
restricted to the purpose authorised by the Contracting
Authority; and

(d) the transfer of Personal Data is compatible with the
reasonable expectations of the Data Subject.

3.12.3.3.5 Information Security

3.12.3.3.5.1The Contractor must implement all appropriate
technical and organisational measures necessary to ensure a
level of security as required under the SADC Protection of
Personal Data Policy and Applicable Law.

3.12.3.3.5.2The Contractor undertakes to inform the
Contracting Authority of the technical and organisational
measures it will implement to protect the Personal Data
processed on behalf of the Contracting Authority.
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3.12.3.3.5.3The Contractor must inform the Contracting
Authority of any changes that could affect the protection of
Personal Data before implementing such changes.

3.12.3.3.6 Personal Data Breach

3.12.3.3.6.1The Contractor must immediately notify the
Contracting Authority of any security compromise or data
breach which involves Personal Data.

3.12.3.3.6.2 The Personal Data breach notification from the
Contractor must provide sufficient information to allow the
Contracting Authority to meet any obligations or to report or
inform the affected Data Subjects.

3.12.3.3.6.3 The notification must provide the following
information:

(a) a description of the nature of the data breach.

(i) alist of Data Subjects affected; and
(i) the security measures implemented or to be
implemented to address the data breach.

(b) The Contractor shall cooperate with the Contracting
Authority and take reasonable steps as directed by the
Contracting Authority to assist the investigation,
mitigation, and remediation of such Personal Data
breach.

3.12.3.3.7 Records

3.12.3.3.7.1The Contractor shall maintain complete, accurate
and up-to-date written records of all Data Processing carried
out under or in connection with the Contract.

3.12.3.3.7.2 The records maintained by the Contractor shall
contain the following information:




Section 6. Standard Form of Contract 114

(a) the name and contact details of the Contractor's
representative or the Data Protection Officer, if any;
(b) the categories of Data Processing carried out on behalf

of the Contracting Authority;

(c) where applicable, details of any transfers of Personal
Data, including the identity of the recipient of such
transferred Personal Data and the countries to which
such Personal Data is transferred together with details
of the appropriate safeguards put in place; and

(d)a general description of the security measures
implemented by the Contractor.

3.12.3.3.8 Sub-Processing
The Contractor shall ensure that any Sub-Contractors
processing Personal Data shall do so lawfully and in line
with this Clause, where applicable.

3.12.3.3.9 Deletion or Return of Personal Data
3.12.3.3.9.1 Upon the expiration of the Contract, or
termination of the Contract pursuant to Clause GC 30, the
Contractor shall immediately cease processing Personal Data
under its possession or control.

3.12.3.3.9.2 Within 10 (ten) days following the date of
expiration or termination of the Contract, the Contractor shall,
at the written direction of the Contracting Authority, securely
return or delete Personal Data including any copies of it.
3.12.3.3.9.3 The Contractor shall provide the Contracting
Authority with written certification that it has fully complied
with the provisions of this Clause.

3.12.3.3.9.4 If the Contractor is required by law to retain the
Personal Data, the Contractor shall advise the Contracting
Authority accordingly.

6.1(b)

The contract ceiling in US$

6.2

Global Price Contract
The payment schedule is the following:

Payment schedule is related to reports and their approvals,
as follows:

20% Upon Inception and Design Approval
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Payment shall be made upon submission and approval of the
following deliverables:

e Inception Report approved by the SADC Secretariat.

e Detailed Business and Technical Requirements
Document aligned with SADC security and operational
needs.

e Approved system design documentation, including
secure communication  workflow, offline—online
operational model, and central governance structure.

30% — Upon System Deployment and Configuration
Payment shall be made upon confirmation that:

e The Secure Communication System core components
are deployed and configured in accordance with
approved specifications.

o Offline encryption and decryption workstations are
operational and properly isolated.

e Secure file transfer and encrypted email transmission
processes are implemented and functioning.

e Central system administration, access control, and
audit logging capabilities are operational.

o System architecture and infrastructure documentation
is submitted and approved.

30% - Upon Training, Documentation, and Go-Live
Readiness

Payment shall be made upon receipt and acceptance of:

o Comprehensive system documentation, including user
guides, SOPs, and operational procedures.

e Completion of role-specific training for SADC
Secretariat personnel and Member State focal points.

o Handover of system configurations and administrative
materials required for ongoing operation.

« Final Project Report confirming readiness for Go-Live
and formal acceptance by the Contracting Authority.

10% — After Six (6) Months of Support and Maintenance

Payment shall be made following satisfactory delivery of
ongoing support services, including:
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10% — Upon Completion of the Support and Maintenance
Period

Final payment shall be made upon:

Administrative and technical support for the Secure
Communication System.

Security updates, system hardening support, and
configuration adjustments.

Assistance with operational issues, logging, and
system performance monitoring.

Troubleshooting of secure communication and data
transfer processes.

Completion of the agreed support and maintenance
period.

Provision of second-tier technical supportto SADC ICT
personnel, where required.

Submission and acceptance of a Support Completion
Report confirming system stability and secure
operational continuity.

6.4(a)

The payments will be made into the following account:

Account Name

Account Number

Bank Name

Bank Branch

Bank Sort Code

Currency

6.4(b)

There is no advance payment under this contract.

9.2

Disputes shall be settled by negotiation and arbitration in

(@)

(b)

accordance with the following provisions:

The Parties shall use all their best efforts to settle all
disputes arising out of, or in connection with, this
Contract or its interpretation amicably.

In the event that, through negotiation, the parties fail to
resolve a dispute arising from the conclusion,
interpretation, implementation or termination of the
contract, the parties shall settle the dispute by arbitration.

The arbitral tribunal shall consist of three arbitrators.
Each party to the dispute shall appoint one arbitrator.
The two arbitrators so appointed shall appoint the third
arbitrator, who shall be the Chairperson. If within 15 days
of receipt of the request for arbitration either party has
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(h)

not appointed an arbitrator, or if within 7 days of
the appointment of the two arbitrators the third arbitrator
has not been appointed, either party may request an
appointing authority agreed by the parties to appoint an
arbitrator.

If no appointing authority has been agreed upon by the
parties, or if the appointing authority agreed upon refuses
to act or fails to appoint the arbitrator within 30 days of
the receipt of a party’s request, either party may request
the Chairman of the Botswana Institute of Arbitrators to
appoint a sole arbitrator.

The appointing authority shall, at the request of one of
the parties, appoint the sole arbitrator as promptly
as possible.

The procedure of arbitration shall be fixed by the arbitral
tribunal/sole arbitrator which shall have full power to
settle all questions of procedure in any case of
disagreement with respect thereto.

The decisions of the arbitral tribunal/sole arbitrator shall
be final and binding upon the parties.

The arbitration shall take place in Botswana and the
substantive laws of Botswana shall apply.

Nothing in this Clause shall affect the privileges and
immunities of SADC as an Organisation.
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IV. Appendices

APPENDIX A — TERMS OF REFERENCE

Note: This Appendix will include the final Terms of Reference worked out by the
Contracting Authority and the Contractors during technical negotiations, dates for
completion of various tasks, place of performance for different tasks, specific tasks to
be approved by Contracting Authority, etc.

APPENDIX B — TECHNICAL PROPOSAL

Note: List format, frequency, and contents of reports; persons to receive them; dates
of submission; etc. If no reports are to be submitted, state here “Not applicable.”

APPENDIX C — FINANCIAL PROPOSAL
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